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ABSTRACT

Measuring network quality of awireless network as experienced by end-users is quite difficult,
asthereisnotasingletoolavailablethatcanrecordmeasurementsonallsidesofthesystem.The
approachpresentedinthisresearchworkisbasedontheend-userfeedback,givingtheopportunity
ofvisualizationofnetworkperformanceinrealtime.Thispaperinitiallypresentsanoverviewofthe
developedtool,calledWiFiMon,whichhastheabilitytocapture,recordmeasurementsandexport
statisticsonthequalityofWi-Finetworkasperceivedbytheend-users.Themeasurementsareinitiated
bytheend-users—withouttheirintervention—aftertheyvisitawebpageoruseamobileapplication.
WiFiMonaimstogiveaclearunderstandingoftheWi-Finetworkconditionsbymeasuringspecific
parametersofthenetwork,suchasdownload/uploadthroughput,andcorrelatethesemeasurements
withrawdatafromvariouslogfilestoobtainadditionalinformationregardingtheperformanceof
specificaccesspoints.Theresultsrevealthefunctionalityoftheproposedtoolanditsscalability.
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INTRodUCTIoN

Inrecentyearstherehasbeenasignificantincreaseinthenumberofdevicesthatusersspenddaily
working,surfingontheinternet,usingforsocialnetworksorevenusingtoplaymobileapplications,
whichnormallyneedinternetaccess.Thelasttechnologystepofsmartdeviceslikesmartphonesand
tabletsarebecominganintegralpartofhumanlifeaseffectiveandconvenientcommunicationtools.

Therefore,itisimperativetoknowtherequirementsofend-usersthatareconnectedtoaparticular
Wi-Finetworkinordertosatisfytheirdemandsforseamlessnetworking.Theabilitytomeasureand
verifythequalityofthewirelessnetwork(Wi-Fi)asexperiencedbyend-usersisquitedifficult,since



International Journal of Wireless Networks and Broadband Technologies
Volume 8 • Issue 1 • January-June 2019

2

thereisn’tasingletoolthatcapturesandperformsnetworkmonitoringandverificationfromthe
user’sperspective(Nielsen,2015).Fromastatisticalpointofview,thelargeamountofmeasureddata
(byend-useractivities)allowustoanalyzetheperformanceofawirelessnetwork,evenincrowded
sitessuchasuniversitycampusesorconferencevenues.Intheseextremecases,usersusuallyfacea
numberofissueswiththeperformanceofthewirelessnetwork.TheWiFiMontool,whichisbeing
implementedbyGEANT1,comesasasolutiontothisproblemandtriestofillinthegapofnetwork
performanceasexperiencedbyend-users(Cookeetal.,2006).

WiFiMonattemptstopushthewirelessnetworkmonitoringandverificationcycleatahigher
layer.Themainfocusisplacedonimprovedmeasurementverification,userfriendlyGUIdevelopment,
mobiledeviceappdeployment,andWiFiMonasaService(serviceautomation).Itisatoolmainly
targeted forwirelessnetworkadministrators, since theability tovisualize thecollecteddataand
monitoringthenetworkstatusinrealtimecanleadtoimproveddecisionmakingandefficientaccess
pointsinstallation(Leetal.,2015).

TheprocessthatWiFiMonutilizescanbedescribedasaprocessofcollecting,storing,analyzing,
visualizing and consuming data, which aims to correlate the end-users measurements with the
informationregardingtheAccessPoint(AP)fromwherethemeasurementwasinitiated(Hernandez-
Campos&Papadopouli,2005).Thisprocessisnotintendedtoreplacethetraditionalmeasurements
fromhardwareprobes,whichareinstalledatafixedlocation.Instead,ourintentionistosupplement
thehardware-probemeasurementswith“non-invasive”performancemeasurementscapturedbythe
end-users(throughWiFiMon)soastoextractahybridsolutionthatcombinesstatic(hardware-probe
based)objectivemeasurementswithopportunisticmeasurementsforend-users’devices.

FromthepracticalpointofviewWiFiMonsupportsthenetworkadministratorstodecideifthere
isaneedtore-deploytheirWiFinetwork.ThismeansthatWiFiMonHybridapproachestablishes
analertsystem,whichdetectsperformancedegradationinreal-timeandbasedontheperformance
benchmark (history). The main benefit of such a system is the performance verification, which
in turn results in efficient decision-making.Furthermore, basedon theperformancehistory, the
systemadministratorscanmakeshort/mid-termprognoses(andnetworkadjustments)ofthenetwork
performancedependingontheend-user’sdensity.Overall,WiFiMonasaservice/product,provides
aqualitystatementthatallowsforacost-effectivenetworkplanning(CAPEX/OPEX).

Theremainderofthemanuscriptshasthefollowingstructure:ThenextSectionpresentsthe
relatedworkinthewirelessnetworkperformancemonitoring.InSection“WiFiMonArchitecture”,
thearchitecturalviewofWiFiMonapproachisbeingdescribedbypresentingthebuildingblocksof
WiFiMonaswellastheirfunctionalityforboththewebbasedandthemobile-appconcepts.Authors
alsoexplaintheprocedurethatenablesthecorrelationofthemeasurementswiththeinformation
providedinvariouslogfilestoobtainaccesspointrelatedinformation,suchasRadiuslogsaccounting.
Section“PerformanceandTestingResults”presentstheperformanceandscalabilitytestingresults.
Finally,thelasttwoSectionsincludetheconclusionsandanoverviewoftheplannedfuturesteps
respectively.

ReLATed WoRK

Inthescopeofmonitoringthereareseveralprojectsandinitiativesdesignedtoallowtheremote
monitoringofWi-FiAPs.Todaymostoftheseapproacheshavetheobjectivetomonitorand
verifytheperformanceusingcontrollersortomonitorstand-alonebasestationsusingpingor,
inadvancedcases,basestationscripts(Choffnesetal.,2011).Inacontroller-basedWireless
Local Area Network (WLAN), base station status is generally observed by monitoring and
processing Simple Network Management Protocol (SNMP) Trap messages. In addition to
monitoring,controllersimprovenetworkqualitythroughcentralizedchannelpartitioningand
transmitpowercontrol.Traditionally,theservicequalityexperiencedbytheuserortheuser’s
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terminalhasreceivedlittleattention,eventhoughairinterfacescanninghasbeenperformedtoa
certainextent.CiscoWirelessControlSystem(WCS),wasmainlydevelopedforthecontroland
monitoringofCiscoWLANcontrollers,butalsoincludesfeaturesforcollectingandvisualizing
datafromtheairinterface.Ontheotherhand,Airwave’sWirelessManagementSuiteincludes
several modules for WLAN monitoring and control. For the monitoring of the air interface
AirWave2hasdevelopedtheVisualRFmodule,whichcanbeutilizedtochecksignalstrengthand
channelpartitioning.BothCiscoWCS3andAirWaveareprojectsdevelopedtoperformnetwork
monitoringbasedondatafrombasestationsandthefixednetworkwithouttakingintoaccount
the end-userperspective.Thiswasourmotivation forWiFiMon; andbasedon the approach
thatwassuggestedbyHuadongetal.(2014),weusefrequently-visitedwebsitestomeasureand
monitorhowtheusersexperiencethequalityofthewirelessnetwork,i.e.ourapproachisbased
ontheend-userperspective.

There are of course some products that focus on the end-user side. Motorola AirDefense
Mobile, canbe installedon laptops runningWindowsXPor2000withanAtherosbased IEEE
802.11a/b/gnetworkcard,suchasNetgear(WAG511)orCisco(CB21AG)allowingmonitoringof
trafficontheWLANandfocusingheavilyoninformationsecurity.Wireshark4,isanopensource
softwareforWindowsandLinuxcomputersfortheanalysisofnetworkprotocols.Wiresharkasa
serviceallowsthestraightforwardanalysisoftrafficonthecomputerinquestionbutisnotsowell
suitedtoacomprehensiveanalysisofWLANs.Analysisofcontrolandbeaconframesrequiresuse
ofthemonitoringmode,whichisnotsupportedbyalloperatingsystems,adaptersanddriversand
mobiledevices.Theseapproachesrequireaninstallationfromtheend-user,whiletheresultsofthe
performancearenotcommunicatedtothenetworkadministrators.

Therearealsosomeonlinetools/pages,suchasOoklaSpeedtest5,whereuserscanmanually
initiatemeasurementsandgetinformationabouttheperformanceoftheWi-Finetwork.Performance
metrics usually include information about thedownload andupload throughput andRound-Trip
Time(RTT)asmentionedinSaeedetal.(2007)andSangYoung(2007).Theseonlinetoolshowever
requiretheuserstoinitiatethemeasurements,butmostimportantlytheyonlyinformtheuserthat
initiatedthetestforthemeasurementresultsandnotthenetworkadministratorwhoisresponsible
forsettingupthewirelessnetworkandoptimizingitsperformance.Inotherwords,theseonlinetools
areefficientforcheckingthequalityoftheWi-Finetworkinusers’premises;however,forsiteswith
alargenumberofAPsadifferent,moreefficientapproachshouldbefollowed.

Moreover,someresearchstudieshavebeenmadeintrafficmonitoringinuniversitycampusand
conferencerooms.InGemberetal.(2011),theauthorsstudythedifferencesinthecontentandflow
characteristicsofhandheldversusnon-handheldtrafficinuniversitycampus.Theyanalyzepacket
tracesfromtwoseparatecampuswirelessnetworks,with3daysoftraffic.Authorsusedtheabove
studytoinformnetworkmanagementcompaniesandprovidersforthecurrentstatusofthenetwork
qualityinthesebusyspots(campuses&conferencerooms).Havingthisinmind;WiFiMongives
networkadministratorsaclearoverviewofthecurrentWi-FitopologyoftheAPs,thequalitythat
end-usersexperienceintermsofWi-FiaswellastakedecisiononAPsalternationinordertoimprove
theperformanceofWi-Finetworkintheseenvironments.

ThemaincharacteristicsofWiFiMonthatdifferentiatesitfromthesolutionspresentedabove
are:1.itallows“non-invasive”performancemeasurementswithoutusers’intervention,2.thereis
acorrelation,triangulationofperformancedata,APidentifiers(AP-ID),andend-userinformation
(RADIUSLogs), 3. the correlateddatasets areposted to the samedatabase so that thenetwork
administratorhasaviewofWi-Fi-performance(completehistory)andtheend-userbehavioronthe
campus(heatmaps).Thelargenumberofcorrelateddatasetsallowusperformingtimeseriesanalysis
andmakingpredictionstoWi-Fi-capacities,user-frequency(locations).Further,itsupportsstrategic
issues in growth wireless connectivity on the campus (university or a conference environment).
Therefore,WiFiMonseemstofurtherimproveandextendthenetworkmonitoringdevelopmentcycle
aswellasextendthecurrentstateoftheart.
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WIFIMoN ARCHITeCTURe

ThemaingoalofWiFiMonistoprovideawirelessperformanceandverificationschemabasedon
end-userbehavioroneduroamenabledWi-Ficampuses(Caoetal.,2010).Thisindicatesthatall
mobiledevicescanbeconsideredasrawdatasuppliers(crowd-sourcedapproach).Thearchitecture,
asdepictedinFigure1,includesfourbuildingblocks,containingthedatasourceblock,therelational
database,theanalyticsengine,thequeryandreportgeneratorandfinallythevisualizationblock.Each
blocksupportstheprocessofcollecting,storingrawdata,analyzing,consumingandvisualizingof
referencedatarespectively.

Theoveralloperationcanbedescribedasfollows(seeFigure1):

• Thedatasourceblock includes theperformancedatageneratedonwebsiteswithembedded
JavaScriptcode,andadditionalrawdataretrievedfromlogfilessuchasserversyslogs,Radius
accountinglogsandDHCPlogs(Bieveretal.,2017).Theserawdataareusedforthecorrelation
ofthemeasurementswiththeAP-identifiers;

• Fromthedatasource,rawdatewillbefedautomaticallyintotheRelationalDatabase(RDB),
whichconsistsofaPostgreSQLdatabase(PostgreSQL,n.d.)forstoringthedata,andanInfluxDB
database(InfluxDB,n.d.),fortime-seriessupportforvisualizationonGrafana(Grafana,n.d.)
(seebelow);

• TheAnalyticEngine(AE)sortstherawdata,analyzesit,andprovidesvisualizationsusingtools
thatofferthegreatestinsightonthewirelessnetworkperformance.Currently,WiFiMonuses
Grafanatocreatethemeasurementandmonitoringdashboards;

• TheQueryandReportGeneration(QaRG)allowsacustomizedsearchandpostthemto
WebUI;

Figure 1. WiFiMon architecture
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• The Web UI (Java-based) gives real-time options for visualization in form of snapshots
(aggregationofcorrelateddata).Collecteddataforaspecifictimeperiod,orfromaspecificAP
aresomeoftheoptionsprovidedthroughtheWebUI.

Measurement Procedure
InthisparagraphauthorsdescribetheprocedurethatenablesWiFiMonmeasurements(seeFigure
2).Initially,theend-userhastoconnecttoaneduroamenablednetwork(eduroam,n.d.).Eduroamis
thesecure,world-wideroamingaccessservicedevelopedfortheinternationalresearchandeducation
community.Tostartaneweduroamsession,theuserhastoauthenticatethroughIEEE802.1x(EAP/
TTLs)withitsIdentityProvider(IdP)andgetauthorizedtocampuslocalpolicyfromtheService
Provider (SP).Then, theDHCPserver assigns theuser aunique IP address.The authentication
processcreatesnewentries toDHCPandRadiuslogs;while theserecordsarealsostoredat the
RDB(Suntuetal.,2017).

Onceconnectedtothewirelessnetwork,theend-userisrequiredtovisitaWiFiMon-enabled
webpageoruseWiFiMon-enabledmobileapplicationsforAndroidoriOSplatform,i.e.awebpage
oramobileapplicationthathastheWiFiMonJavaScriptLibraryembedded(Gregorietal.,2013).
TheWiFiMonJavaScriptLibraryautomaticallytriggersperformancetests,assumingthattheuser’s
IPisincludedintheregisteredsubnets(seeparagraph“MeasurestoAvoidUnnecessary/Repeated
Measurements”thatfollows).Indetail,thelibraryusesopensourceJavaScript-basedtools,suchas
NetTest6orBoomerang7, inorder toextractnetwork-performance information.Such information
includesdownloadanduploadthroughputandRTTasexperiencedbytheend-user.Oncethetests
arecompleted,theperformanceresultsaretransferredbyJSONposttotheRDB,wheretheyare
correlatedwiththeDHCPandRadiusaccountingrawdata8(seepseudo-codebelow).Thecorrelated
datasetswillbealsofedintotheInfluxDBtoallowtimeseriesvisualizations.Snapshotsconfigured
ontheGrafanaUIenablethevisualizationofthecorrelateddatasets(Kokkinosetal.,2016)

Thealgorithm’scodeofthemeasurementscorrelationwithRadiusisinTable1.
ThemeasurementsfromallusersarestoredcentrallyinthesameRDB.Thenetworkadministrator

canaccesstheWiFiMonWeb-UItovisualizetheresultsandgetanoverviewofthewirelessnetwork

Figure 2. Architecture flow diagram
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overallperformance.TheWeb-UIconsistsofaSpringBoot(SpringBoot,n.d.)webapplicationthat
isusingHibernate(Hibernate,n.d.)fordataquery.Itincludesthefunctionalitiesthatarenecessaryto
enablethemeasurements(i.e.add/removeregisteredsubnets),projectthecorrelateddataandallow
real-timevisualizationoptions,suchasmeasurementsforaspecifictimeperiod,fromaspecificAP,
fromspecificIPsorusersaswellasresultsforselectedwirelesstechnologies(e.g.IEEE802.11b,
etc.).TherecentmeasurementsarealsoavailablethroughtheWeb-UI(Figure3).

Measures to Avoid Unnecessary/Repeated Measurements
AssumingthattheJavaScriptcodeisembeddedintheofficialwebsite(ormobileapplication)of
theUniversitythathasinstalledWiFiMontochecktheperformanceofitswirelessnetwork,itis

Table 1. Pseudo code for correlating measurements with Radius logs

1:CHECKuser_IP,timestamp//frommeasurements

2:CHECKclient_IP,auth_timestamp//fromRadiuslogs

3:WHILEauth_timestamp<timestamp//indescendingorderto

4://selectthemostrecententry

5:IFuser_IP==client_IP

6:INNERJOINmeasurementandRadius_entryONIP

7:BREAK

8:ENDIF

9:ENDWHILE

Figure 3. WiFiMon recent measurements
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obviousthattheperformancetestsshouldnotbetriggeredbyusersthatvisit thewebsitebutare
locatedoutsidetheUniversitycampus.Theresultsofthesetestswouldberelativetotheirlocation
(andwirelessnetworkperformance)andthereforenotusefulfortheWi-Finetworkunderstudy.In
addition,NetTestandboomerangdownloadfixedsizeimagesfromaserverandmeasurethetime
ittooktodownloadtheminordertocalculatethebandwidthandRTT.Thismeansthatthesetests
increasethetotalsizeofthehostingwebsites.Usersbrowsingexperiencewillnotchangesincethe
scriptsthatinitiatemeasurementswillrunonlyafterthepagehasloaded,butitwillhaveanegative
impactespeciallyifauserisusesameteredinternetconnection.Again,preventingtestsfromIPs
outsidetheregisteredsubnetsisimportant.

Equallyimportantistopreventrepeatedmeasurementsforusersinsidetheregisteredsubnets
inordertoavoidnetworkoverloading.Tothisdirection,oncethemeasurementisinitiated,authors
setacookiethatpreventsre-initiationofthemeasurementsforaspecifictimeperiod(configurable
bythenetworkadministrator).Basedontheabove,thepseudocodetoinitiateameasurementis
presentedinTable2.

Mobile App
Overthelastyears,end-userssatisfytheircommunicationneedsthroughtheuseofsmartphones.
Moreover,mostofthecommunicationisnotcarriedoutusingbrowser-basedfunctions,butrather
usingmobileapplications.Towardsthisdirection,ourgoalwasthecreationofaWiFiMonmobile
app that on the one hand would work as a standalone application (where the user could take
measurementsandseetheresults)andontheotherhanditcouldbeintegratedinexternalmobile
applicationssuchasUniversityorconferenceapps,ascitedinFaggianietal.(2014)andFaggiani
etal.(2015).Figure4showsanoverviewofthestandaloneWiFiMonappworkingonAndroid
devicesavailablefordownload9.

AswecanseetheWiFiMondisposesafriendlyUIreadytobeusedfromanyuser,givingthe
opportunitytotesthisWi-Ficonnectioninoneclick.Inthefigureaboveauthorspresenttheinitial
pageoftheSmartphoneapplicationinwhichtheuserisbeingnotifiedabouttheapplicationandits
purpose(Figure4(a)).Inthenextstep(Figure4(b)),usercanoptionallysettheparametersofthe
measurements,suchastheWiFiMonserverIPaddress(toposttheresultsto),thelocationofthe
imagesfortheperformancetest,andthecookieTimeInMinutestopreventrepeatedmeasurements.If
theuserleavestheabovefieldsempty,themobileapplicationusesthedefaultconfigurationstoreach

Table 2. Pseudo code for performing/storing measurements

1:SETregisteredsubnets//allowmeasurementsonlyfromWiFisubnet

2:CHECKifcookieissetfortheuser//avoidrepeatedmeasurementsandnetworkoverloading

3:IFuser_IPinsideregisteredsubnets

4:IFcookiesisnotset

5:GETtimestamp

6:CALCULATEdownload_throughput,upload_throughput,RTT

7:GETuser_IP,user_agent

8:GETuser_location//withGoogleAPIloader

9:POSTtimestamp,download_throughput,upload_throughput,RTT,uster_IP,user_agent,user_locationtoPostgresad
InfluxDBdatabases

10:SETcookie

11:ENDIF

12:ENDIF
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theserverandgeneratethemeasurements(asFigure4(c)shows).Withthedefaultconfigurations
theimagesaredownloadedfromourserverinAthensandtheresultsarepostedinthesameserver.
Inaddition,thedefaultvalueforcookieTimeInMinutesis1.5minutes.Withtheaboveparameters
beingsetup,theusercanpushtheStartbuttonandthenthemeasurementstartssendingdatatothe
server.Whenthemeasurementhasfinished,anotificationmessageappearsasshowninFigure4(d)
(Baumannetal.,2017).

PeRFoRMANCe ANd TeSTING ReSULTS

WiFiMongivesWi-Fi networkproviders theopportunity to have a clear pictureof thenetwork
performancebehaviorasexperiencedbytheend-users.Itsfunctionalityandperformanceweretested
intwopilotsites:attheDublinCityUniversity(DCU)andattheTNC2015conferencewhichtook
placeinPorto,Portugal.TheresultsofthepilotoperationatDCUarepresentedinthissection.

Apartfromitsfunctionality,WiFiMonwasalsotestedintermsofscalability(whenitreceives
alargeamountofmeasurements)andintermsofWebUIperformanceasthemeasurementsinthe
twodatabases(PostgreSQLandInfluxDB)increases.Thesecondpartofthissectionpresentsand
analyzesthestresstestingresults.

dCU Test Case
The Wi-Fi infrastructure at DCU consists of a pair of Motorola RFS7000 wireless controllers,
witharangeofMotorola-dependentAPs.DCUusesFreeRADIUS(Nelson&DeKok,2007)with
anISCDHCPserveronLinux.DCUcampusincludesmorethan800wirelessAPs.Thesolution
isimplementedtousenon-tunneledbridgemode,whereclientdevicesareplacedonlocalswitch
VLANafterauthenticationbasedonaRadiusattribute,whichdistinguishescategoriesofusers.The
authenticationtotheWi-Finetworkisthroughtheeduroamconfiguredservice,forlocalusersand
visitors.AnAPidentifierisincludedintheRadiuslogsthatenabledtheassociationsofthemobile
deviceswiththeAPs,allowinglocation-basedmonitoring.

TheprocedurefortheDCUtestcasewasasfollows:OnMay26,2017from08:30until14:00,
a number of end-users-initiated performance test from different locations while roaming across

Figure 4. WiFiMon android app UI
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thecampus.Astheywereroaming,theend-usersmadehandoverstoAPsthatsupporteddifferent
802.11technologies.TheperformancetestswereinitiatedbyvisitingaWiFiMon-enabledwebsite,
whichautomaticallytriggeredNetTestmeasurements,i.e.fixedsizeimagesweredownloadedfrom
/uploadedtoaserverinordertocalculatethebandwidthandRTT.TheserverwasinAthens,Greece
whichmeansthatthedownload/uploadratesandRTTwererelativetothisserver’slocation.Once
themeasurementswerecompleted,theresultswereautomaticallypostedtotheRDBandcorrelated
withtheRadiuslogsinformation(seeFigure2),allowingtheassociationofperformanceresultswith
theindividualAPs.Intheplots/figuresbelow,wecanseethetestcaseresultsandallthedashboards
thatareavailablethroughtheWiFiMonUI.

InFigure5wecanseethefirstdashboardthatpresentsthetimeseriesofdownloadandupload
throughput,asmeasuredbytheend-users.Thedashboardsprovidegeneralinformation,suchasthe
minimum,maximum,averageandcurrentthroughputsachieved.Indetail,themaximumvalueof
throughputinthecaseofdownloadis39.49Mbps,whilethemaximumuploadthroughputachieved
is19.50Mbps.Theaveragethroughputis7.11Mbpsforthedownloadand2.94Mbpsfortheupload;
whiletheminimumvaluesare128kbpsforbothcases.FromFigure5itisclearthatthedownload
anduploadratesshowabigfluctuationrange.Thesevariationsmayhaveoccurredforexampledue
totemporaryproblemsinthenetworkduringthemeasurementprocess,orbecauseoftemporarypoor
Wi-Ficonnectivityofend-users(e.g.iftheywerelocatedfarfromtheservingAP).

Apartfromthedownload/uploadrates,wecanseethattherearegreatvariationsintheRTT
timeseries (Figure6).TheminimumRTTachieved is32msand themaximum171ms;however,
thesevaluesarereasonablesincetheRTTismeasuredfromDublin,IrelandtoAthens,Greece.In
addition,wecanseethatduringtheperiod09:30until10:30therearemanymeasurementswithhigh
RTTvalues.Duringthisperiod,thedownloadanduploadthroughputsachievedwerelow,indicating
poornetworkperformanceortemporarynetworkproblems,orevenconnectionofend-userstoAPs
thatsupport technologieswith lowermaximumspeeds(e.g.300MbpsIEEE802.11an,130Mbps
IEEE802.11bgn).

The correlation of the measurement results with the Radius logs offers additional insights.
Figure7andFigure8presentthedownloadthroughputresultsperAPMACaddressandtechnology

Figure 5. Download and upload throughput
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Figure 6. Round trip time

Figure 7. Download throughput per AP MAC
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respectively.Fromthesefigures,wecanseethatWiFiMonprovidesimportantinformationtonetwork
administratorsregardingtheperformanceofindividualAPs.Maximum,minimum,averageandcurrent
speedsforeachAParecalculatedandtogetherwiththeinformationofeachAPtechnologyallowsthe
networkadministratortoevaluateitsperformance(Lakhinaetal.,2004).Specifically,fortheDCU
case,fromFigure8wecanseethatdownloadthroughputresultsfromAPsthatsupport802.11an
standardarehighercomparedtotheonesinitiatedfromAPsthatsupport802.11bgnstandard.

Inaddition,theWebUIincludesdashboardsthatevaluatetheperformanceofindividualusers’
devices (MACaddress),operatingsystem(OS)andbrowser (Figure9,Figure10andFigure11
respectively).The informationabout the client’sdeviceMACaddress in included in theRadius
logswhiletheOSandbrowserareextractedfromtheUser-AgentstringintheHTTPheader.Such
dashboardsareextremelyusefulinordertocheckwhetherpossiblepoorresultsareduetoAP’sor
individualdevices/OS/browser’spoorperformance.Theformershowsthatandimprovedandmore
efficientAPsinstallationshouldtakeplace(e.g.updatetonewestIEEE802.11xstandards);while
thelatterissomethingoutoftheadministrator’sscore.

Stress Testing Results
On the13thand14thof July2017,authors initiateda seriesof tests inorder to1.examine the
scalabilityoftheWiFiMonagentwhenitreceivesalargeamountofmeasurements,and2examine
theperformanceofWiFiMonGUIas themeasurements in the twodatabasesused inWiFiMon
increases.Tothisdirection,ourresearchteamgeneratedareal-timestreamofJSONdatausingthe
JSONdatagenerator(n.d.).Thespecificationsandtheusageofthevirtualmachines(VMs)thatused
forthestresstestingcanbefoundinTable3.

TheJSONDataGeneratorineachVMwasconfiguredtoperformasequenceof10measurements
(about1per250ms),thenpausedforabout1secondbeforerepeatinganewsequenceofmeasurements.
These settings generated about 150-200 JSON requests/measurements per minute per VM. The
measurementsfromallVMswereposted in thesameWiFiMoninstance(vm1), i.e. thespecific
WiFiMoninstancewasreceivingabout450-600measurementsperminute.Themeasurementswere

Figure 8. Download throughput per NAS port type
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alsocorrelatedwithRadiuslogstoincreasethecomplexity.SamplesofRadiuslogsweremanually
insertedtothePostgreSQLtothisdirection.

Thesimulationlastedfor24hours.Every30minutes,authorscapturedthecountofmeasurements
andtheuseddiskspaceofvm1thathostedtheWiFiMoninstanceanddatabases.Figure12(a)presents
thenumberofaveragereceivedmeasurementsperminuteandFigure12(b)thediskspaceincreasein
vm1asrecordedfromourteamevery30minutes.Inaddition,authorsmeasuredthetimerequiredto

Figure 9. Download throughput per Client MAC

Figure 10. Download throughput per OS
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loadtwopagesoftheWiFiMonWebUI,themeasurementpageandtheGrafanapagethatincludes
thetimeseriesdashboards(Figure13(a)andFigure13(b)respectively).

Overall,ourresearchteamsimulatedmorethan800000correlatedmeasurementsduringthe
24hoursperiod.Evenforthislarge(anddense)amountofmeasurements,thesmoothandrobust
performanceofWiFiMonwasnotaffectedasshowninthetwofiguresabove.Innormalenvironments
(suchasuniversitycampusesthatincludemanyAPs),arealisticamountofmeasurementswouldbe

Figure 11. Download throughput per browser

Table 3. Simulation Specification

Virtual Machine Usage RAM CPU Hard Disk Operating System

vm1 WiFiMoninstance 2GB 1 9.8GBHD debian-squeeze

vm2 JSONDataGenerator 2GB 1 9.8GBHD Ubuntu(12.04)

vm3 JSONDataGenerator 2GB 1 9.8GBHD Ubuntu-trusty(14.04)

vm4 JSONDataGenerator 2GB 1 9.8GBHD debian-squeeze

Figure 12. (a) Received measurements per minute; and (b) Disk space increase (recorded every 30 minutes)
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around500measurementsperhour.Therefore,undernormalconditionsandaccordingtothestress
testingresults,theWiFiMontoolcanprovidearobustandefficientsolutiontomeasure(andvisualize)
thequalityofawirelessnetworkasexperiencedbytheend-users.

CoNCLUSIoN

InthismanuscriptauthorsproposedandpresentedWiFiMon,atoolthatmaymeasurethequalityof
awirelessnetworkasexperiencedbyend-users.Thetoolmainlytargetsatnetworkadministratorin
ordertoprovidethemameanstovisualizeandevaluatetheperformanceoftheirwirelessnetwork
anddetectanomaliesinrealtime.Themainfeatureoftheaboveresearchstudyisthat,inthecaseof
WiFiMon,measurementresults,unlikesimilartools,arestoredinadatabasecontrolledbythenetwork
administrator,whoistheprincipalresponsiblefortakingstepstoimproveit.WiFiMonisbasedon
crowdsourcing(Chenetal.,2010),i.e.theend-users’feedback,sincethemeasurementsareinitiated
automaticallybytheend-users(withouttheirintervention)aftertheyvisitaWiFiMon-enabledweb
pageoruseaWiFiMon-enabledmobileapplication.Tothisdirectionauthorsdeployedandpresented
astandaloneAndroidmobileapplicationthatenablesandstoresperformancemeasurements.This
mobileappconceptmayalsobeadaptedasa“generic”librarytoexternalmobileapplications.The
aboveresearchteamalsodiscussedadditionalmeasuresthatWiFiMonisusingtoavoidunnecessary
networkoverload,suchaslimitingtheperformancemeasurementstodefinedIPsubnets,andpreventing
theduplicationofmeasurementswiththeaidofcookies.

InorderascertainthefeasibilityofWiFiMon;authorstesteditsoperationattheDublinCity
University, Ireland.Theexpertisegainedfromthis testshowedthat it is feasible tomeasureand
recordperformancedataonaneduroamenabledcampusandtocorrelatethesemeasurementswith
logfilesinordertoretrieveinformationregardingtheperformanceofindividualAPs,users’devices,
browsersandoperationsystems.Finally,authorsconductedstresstestinginordertoexaminehow
WiFiMonbehavesunderextremecircumstances.Theresultsofthestresstestingrevealedarobust
anduninterruptedoperationevenincaseswhereWiFiMonreceivesalargeanddenseamountof
measurements.

FUTURe WoRK

Having examined the feasibility and performance of WiFiMon, our future work targets are four
additionaldirections:1.privacyissues,2.updatestoincreaseusabilityandvisualizationoptions,
3.validationofJavaScriptmeasurementswithhardwareprobesmeasurements,and4.predictionof
performancedegradation.

Figure 13. WiFiMon Web UI: Load time for: (a) Measurement; and (b) Grafana pages (recorded every 30 minutes)
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Privacy Issues
Even though the results from the performance test (i.e. download/upload throughput and ping
results)arereasonablyconsideredasnon-sensitiveinformation,thefactthattheperformancetestare
correlatedwithlogfilesthatmaycontainsensitivedata(suchasRadiuslogs)shouldbehandledwith
theutmostcare.Everythingshouldbeinaccordancewiththecampuspoliciesandlegalobligations.
OurintentionistoupdateWiFiMontothisdirectionandallowadditionaloptionssuchasshowing/
hidingorevenstoring/ignoringuser-relateddata.

Updates
ThecurrentversionofWiFiMonutilizesinfluxDBandGrafanaasameanstoobtaintimeseriesfor
thevisualizationandmonitoringofthewirelessnetwork.Ourteamaimstoexaminesimilartools,
suchastheElasticsearchandKibanastack,thatcouldserveasalternativestoinfluxDBandGrafana.
Ourintentionistoselectthemostefficienttoolintermsofusabilityandvisualizationpossibilities
thatofeachtoolprovides.

Measurements Validation
TocalculatedownloadanduploadthroughputandRTTasexperiencedbytheend-users,WiFiMon
usesopensourceJavaScript-basedtoolssuchasNetTestandboomerang.Sincethemeasurementsmay
dependontheusers’positionanddevicestatus,itisnecessarytoverifywhetherthemeasurements
obtainedthroughJavaScriptareaccurateenough.Toverifytheiraccuracy,ourgoalistosetupa
hybridenvironment,consistingofWiFiMonandhardwareprobesindifferentroomsofauniversity
campusoraconferencevenue(Chenetal.,2012).Thiswaywecouldcomparethestatic(hardware-
probebased)objectivemeasurementswiththeopportunisticmeasurementsforend-users’devices
andexaminewhethertheyfollowthesametrends.

Performance Prediction
Predictionofperformancebehavior(mainlyofperformancedegradation)willbeachievedthrough
recordingoflong-termhistoriesandmakingperformancebenchmarking.Existingworkinperformance
predictionsshallbeevaluated,andamachinelearningapproachformobile-clientandAPsbehavior
willbedeployed.Thevisualizationofsuchpredictionswillfurtherfacilitatethedecision-making
processofthenetworkadministratorsduringnetworkinstallation.
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