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ABSTRACT

Thisarticledescribeshownovelfunctionalitieswill takeadvantageof thecloudnetworkingand
willgraduallyreplacetheexistinginfrastructureofmobilenetworkswithavirtualizedone.Two
technologies,namelysoftwaredefinednetworking(SDN)andnetworkfunctionvirtualization(NFV),
offertheirimportantbenefitsandacombinationofthemisananswertothedemandsraised,suchas
centralofficere-architectedasadatacenter(CORD).Opennetworkoperatingsystem(ONOS)and
POXareSDNcontrollersandofferanoptiontocombineSDNandNFVaddressingmanyongoing
problemsinthefieldofmobilenetworks.Inthispaper,technologiesandbothcontrollersarecompared
andcontrasted.Indicativecasesoftopologiesaresimulatedandhelpevaluatingbothcontrollers.
Accordingtotheexperimentalfindings,ONOSisoneofthemostimportantcontrollersforpractical,
theoretical,researchandeducationalpurposes,whilePOXisausefulandsimplercontrollerforother
educativeapplications.
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1. INTRODUCTION

Mobilecommunicationnetworksfaceseveralproblems,nomatterhowmuchprogresshasbeenmadein
thefieldduringthelast20years.Theirtransmissionmedium,namelytheair,bringsseriousproblems
related to interferences (Inter-cell, Co-channel, Electro-magnetic etc.), handovers, performance,
quality,costsetc.Thelargeinformationloadthatstemsfromnoveltechnologies(smarthomes/cities,
MachinetoMachine(M2M)communications,InternetofThings(IoT)etc.)bringsahugeonusof
datainmobileandwirelessnetworks.

5Gnetworksraisedemandssuchas:lowerpowerconsumption,highdatarates,reductionof
expenses, scalable architectures, optimized management of radio resources, efficient handovers,
increasedCPUdemands,lowerdelays.Novelnetworksdifferfromconventionalones,becausethey
tendtocentralizethenetworkstructure,e.g.networkcontrollers.SoftwareDefinedNetworking(SDN)
policiesenablebetterroutingandmoreefficientmanagementofnetworkresources.
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5G mobile requirements are addressed using the SDN, which also introduces new ways of
addressingalternativecontrolsuggestionsandfacesthebasicproblemsmobilenetworksinduceand
arecloselyrelatedtotheirtransmissionmedium.

Economic crisis and market laws result in diminishing the overall costs. It is essential to
simplifythenetworkdevicesandlessentheusageandcomplexityofhardware.NetworkFunctions
Virtualization (NFV)contributes inprovidingprogrammablenetwork functionalitiesandseveral
simplisticdevices,thatfunctionasmorecomplicatedhardware.

ThemostsignificantadvantageofSDNisthesplitofthenetworkinplanes,namelythecontroland
dataplane.Planesareorchestratedinaway,thatbettermanagementandorchestrationaresucceeded.
NFVsdefinetheintroductionofdeviceseverywhereandalmostimmediately.Asaresult,thisleads
toscalability,whichisvitalasnowadaysmostapplicationsinducelargedataloadinthenetworks
andtheneedfornetworkexpansionraises.

ThecentralpolicyfollowedforthecontrollersexistinginSDNnetworksbasedontheOpenFlow
protocol,inducesanamazingfact.Forexample,thecentralcontrollergathersinformationofallthe
networktrafficandfunctionalityandpossiblyappliesnetworkstatisticstoimplyconclusionsand
implementpolicies.

TheOpenNetworkOperatingSystem(ONOS)isacontrollerwithmanyadvantages.ONOSis
implementedbytheOpenNetworkingLab(ON.LAB).Itincludesmanyusecases,whicharerelatedto
wiredandwirelessmatters.Severaldifferenttopologiesareintroducedandtestedcheckingimportant
addressablequestions,whenitcomestoSDNandNFV.TheInternetProtocolRadioAccessNetwork
(IPRAN)usecaseisusedfortestingmobiletopologiesandmobilityfromonebasestationtoanother
alongsidewithhandoversandpolicies.

ThereisalotofdebatingwhenitcomestoCentralOfficeRe-architectedasaDatacenter(CORD)
andhowitisgoingtobemoreefficient.TheMobileCORD(MCORD)isthecorrespondingCORD
caseformobilenetworks.

POXisaSDNcontroller,whichalsooffersseveralfundamentalbenefits.AseverySDNcontroller,
itenablesuserstoinsertandruntheirownapplicationsintothecontroller.

Although,thecontrollers’capabilitieshavebeeninvestigatedthoroughly,therearenotmany
studiesregardingtheadvantagesofthesecontrollersineducation,alsotherearenotknownstudies
comparingthesetwocontrollers.Inthisstudy,authorsgatherthemostimportantstudiesofSDN
andNFV,alsocompareandcontrasttheusagesofONOSandPOX.ThevRouter(VirtualRouter),
IPRANandMCORDusecasesoftheONOScontrolleraretested.Severalimportantconclusions
aredrawnwhenitcomestoONOSfunctionalityandtestingcapabilities.Thesametopologiesare
alsointroducedintoPOX.ImportantconclusionsaredrawnconcerningthePOXcontroller.Both
controllers’outcomesareexamined,thecontrollersarecomparedandcontrastedandresultswhen
itcomestotheapplicationsofeachoneineducationaresummarized.Thisstudydoesnotcontain
experimentsregardingotherapplicationsofthesecontrollers.

Theremainingpartofthispaperisstructuredasfollows:InSection2thereisananalysisofthe
theoreticalbackgroundregardingtheSDN,theNFVs.InSection3themostimportantaspectsofboth
technologiesarediscussed.InSection4theoptedparametersforthesuggestednetworktopologies
aresummarized.InSection5conclusionsandcomparisonofthetwocontrollersispresentedandin
Section6someideasforfutureresearchactivityarelisted.

2. LITERATURE REVIEw

Inthissection,thereisaliteraturebackgroundanalysisonthemostsignificantstudiesinthefield
ofSDN,NFV,mobileandwirelessSDN.Themostimportantdemandsandproblemsthatshouldbe
facedregarding5Garesummarized.ThereisalsoasuccinctdescriptionofthemostimportantSDN
andNFVsolutionsandcombinations.
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ManyprojectsexistwhenitcomestoSDN.Anopensourcecontrollercalledfloodlightisone
ofthese:http://www.projectfloodlight.org/floodlight/.OpenFlowintegrationintodifferenttypesof
switchesischeckedbytheIndigoproject:http://www.projectfloodlight.org/indigo/#sthash.TFXxsT9v.
dpuf. An important project testing compatibility with the OpenFlow is the OFTest: http://www.
projectfloodlight.org/oftest/#sthash.kPqgLFZy.dpuf.Cloudcomputationsandnoveltechnologiesare
coveredinhttps://5g-ppp.eu/selfnet/.MCORDisthemobileCORDoftheONOSprojectandhelps
addressingproblemsrelatedtotheCORDanditsstructurehttp://opencord.org/.

EvolvedPacketCore(EPC)isvirtualizedinSDN.Mostdevicesarenotimplementedinhardware,
butareVirtualMachines(VMs).Whatismore,switchesarewhitebox,usingprogrammablelogic,
whichcouldleadtoimprovednetworkingrouting.

(Li et al, 2012) and (Yang et al., 2013) present EPC activities, such as: implementing
virtualizedmobilegateways, servingGateway (S-GW),PacketDataNodeGateway (P-GW),
creatingmobilitymanagementpolicies,managethesubscribers,managingthenetworkandthe
frequencydivisionefficiently.

ThenetworkpartsoftheEPCarevirtualizedandtheyincludeseveralimportantnetworking
functionalities,suchas:

MobilityManagementEntity(MME),S-GW,P-GW,thePolicyandChargingRulesFunction
(PCRF), theHomeSubscriberServer (HSS), theCloudRAN(OpenRadio,OpenRAN,etc.), the
RemoteRadioUnits(RRU),theVirtualizedBaseStation-BasebandUnits(BBU),thecontroland
dataplane,theDeepPacketInspection(DPI).

ThemostcommonSDNconceptsarepresentedin(Liuetal.,2013),and(Yangetal.,2013).
Thearchitecturalschemespresentedconsistofsplitdataandcontrolplanes.Theincludedhardware
onlyconsistsofwhite-boxswitches,thataredeviceswithintelligence,whichareprogrammableand
integratelogicderivedfromsoftware.Oneormorecontrollersperformthenetworkmanagement
andorchestration,whichenablesoptimizednetworkorchestrationandimpliesreliability.Several
applicationsrunatthetop.FunctionalitiesarereplacedbysoftwareexploitingNFVtechniques.

2.1. Solutions
Inthissubsection,themostimportantstudiesinthefieldofSDNandNFVareoverviewed.Whenit
comestotheOpenRAN:(Bansaletal.,2012),(Gudipatietal.2013),(Yangetal,2013)describethe
approachoftheRANtakingadvantageoftheSDNprofits.Severalimportantissuesareintroduced
concerningthesuggestedarchitectures,theapproachoftheSDNcontrollers,thestrategiesandthe
measuresofhowRANwillbevirtualizedinSDN.Finally,withthedevelopmentofSDNtechniques,
basestationsbecomeabstractandmoreefficient.Schedulingisenhancedinfavorof(Mahindraet
al.,2013),whichalsointroduceswaystoredistributetheavailableexistingresources.

SNMPvisor(Yapetal.,2010)dealswiththebasicproblemsmobilenetworksinduce,suchas
hand-offs,packetlosses,etc.FlowSenseistheanswertothetrafficmanagementinmobilenetworks.
TheOpenRoadsenablesheterogeneityandcreatespoliciesforbetterresourceallocation.

SoftwareDefinedCellularNetwork(SDCN)isdescribedin(Jinetal.),(Bernardosetal.,2014),
(Bradaietal.,2015),(Kuetal.,2014),(Lietal,2012),(Kabiretal.,2014),and(Yangetal.,2013).
Severalimportantissuesarepresented,suchasscalable,flexiblepoliciesandarchitectures,Quality
ofService(QoS),transmissioncontrol,policies,alternativewaysofvirtualizingsimpleswitches.

Ultra-densityisanalyzedin(Duanetal.,2015)and(Ali-Ahmadetal.,2013).Inthesepapers,
issuesarehighlightedwhenitcomestotheproblemsfacedbymobilenetworksalongsidewithissues
regardingsecurityandheterogeneity.Severalpolicieswhen itcomes tooptimization,handovers,
backhaulingandLong-TermEvolution(LTE)arepresented.

TheUltra-densedeploymentsalongsidewith theways theyconfigure thenetwork,augment
bandwidthresources,inducenewtechnologiesinthenextmobilenetworkgenerationsareexaminedin
(Riggioetal.,2013).Severalissuesconcerningterminals,mobilecontrollers,softwareconfiguration,
enhancementofthemobilenetworkperformance,ofroutingandhandoffchallenges,networkmobility
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andtheprovidingofQualityofExperience(QoE)forusersareanalyzedin(Pupatwibuletal.,2013).
Thepoliciesproposedforthebasestationsareanalyzed.

(Bercovichetal.)presentstheONOSproject,whichenablesavoidingthebetternetworkbehavior
andsolvesmanyissuesraisedinthetelecommunications’domain.Severalimportantanalysesofthe
ONOScontrollerarepresentedin(Muqaddasetal.,2016),(Kimetal.,2016),(Berdeetal.,2014),
(Jinetal.,2013),(Lietal,2012)and(Yangetal.,2013).Thecorenetworkisvirtualized.Several
actionsshouldbeconsideredsothatvirtualizedandnovirtualizedtechnologiesarefollowed.

ONOS includes many fundamental advantages: modular and abstracted architectures, high
coherentarchitectures,easytesting,maintenanceandmanagementofthenetwork,scalable,reliable
andeasilymanagedcontrollers,distributedcore,northboundandsouthboundabstraction,software
modularity,easyadditionandmaintenanceofservers.CORDoffersmanysubstantialactivities,such
as:AccessasaService(AaaS),SubscriberasaService(SaaS),InternetasaService(IaaS),Content
DistributedNetworking(CDN),MonitoringasaService(MaaS).

MCORDisgoingtobethemainanswerintheincreaseddatatraffic,resultingintheaugmentation
ofdemandsforalternativeaccesspoints.Thereisalsoahugeinvestmentwhenitcomestospectrum,
alongsidewithLTEinfrastructures,thatensurebenefitsandaugmentrevenuegrowthfortheoperators.
ONOSandMCORDaregoingtosatisfytechnicaldemands,suchasthesuboptimaluseofradio
resources, the customizationof various customers, the rapid creationof innovative services and
industrialspecifications(IoT).

MCORDwillhelpwiththeenhancementofthespectrumutilization.ItisenablingQoEforusers
asitreduceslatenciesandround-tripdelays.

Itconsistsatoolfordevelopingpersonalproviderservices,suchasbilling.Agilityandcost-
efficiencyareofferedbyMCORD.ThearchitecturalschemeoftheMCORDconstitutesofavirtual
BBU,avirtualMME,avirtualS-GW,avirtualP-GW,OpenStack,ONOSandavirtualCDN.

2.2. Demands and Obstacles
Inthissection,themostimportantadvantagesoftheSDNandNFVandtheirmostcontroversial
issuesarepresentedbelow.SDNoffersmanyusefuladvantagesandisableto:

• Standardizethecontrollersandpolicies,restorethecontrollerinreal-time,
• Offerprofitablenetworks,benefitsfromcommercialeditionsofSDN,resultinmarketproducts

basedonopensource,
• Helpexploitingdatafromthecontrollerforenhancedoperation,enableuninterruptednetwork

accessibility,
• PosesecurityrulesinEPCandRAN,
• Implementstrategiestosupportheterogeneoustechnologies&architectures,
• Developnetworkslices,exploitNFVstoavoidhardware,
• Replace thehardwarewith software andwhite-boxes resulting to fast novelties invasion

intomarket.

NFVapproachesofferhardwarealternativesandareableto:

• Allow uninterrupted network orchestration, real time resource allocation, exploit network
utilizationdata,

• Help designing network’s distr ibuted and central logic par ts,  alternatives for
uninterruptedcommunication,

• Offerscalable&robustarchitectures,hardwareavoidance,opennetworkarchitectures,
• Includesecuritypoliciesunaliketechnologiesofthephysicallayer,
• Reducecosts,limittheelectricitycosts,lowerthecapita&operationalexpenditures.
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In5Gcontrollerswillbethenetworkorchestratorsandmanagers.Theresourcesshouldnotonly
beefficientlyallocated,butseveralpoliciesshouldbedevelopedinthisdirection.Datadrivenfrom
networkutilizationcouldalsoimprovethereal-timeresourceallocation.Controllersareabletoview
abignetworkpartandmayberesulttomoreefficientroutingalgorithms.Networkreliabilityisan
indisputablefact.Inthisdirection,severalissuesregardingsafety,controlling,avoidanceofnetwork
degradationshouldbecovered.PlanBsshouldbereadyforapplicationifthenetworkorapartofit
isdamaged.Usingseveralinstancesofcontrollersenablesafetyalloverthenetwork.

Scalablearchitecturesarealsoafundamentalrequirement,whichisprovidedbyheterogeneous
schemes.Allnetworkswillbelarge,becausenewtypesofdeviceswillbeaccessiblethroughthe
Internet.Theneedforinvestigatinginefficientandlow-costtechnologiesleadstolowerCapitaland
OperationalExpenditures,raisesthedemandsofreducingthetimesfortheinvasionintothemarket.

3. COMPARING & CONTRASTING SDN & NFV SOLUTIONS

Thesetwotechnologiesaresupplementaryastheoneinteractswiththeother.Asaresult,themost
fundamentalcontroversiesare:

• Introduction of the technologies:Thesplitbetweencontrolanddatalayersisbasedonthe
SDNarchitectures.NFVimplementsnetworkfunctionalitiesreplacinghardwarewithsoftware.

• Prototyping:NFVsarenotstandardized,whileSDNisprototyped.
• Virtual architectures:Itispossibletocreatevirtualizedarchitectures.Mostnetworkingparts

arevirtuallydeployedusingtheNFVs.SDNcontrollersaresoftware-based.
• Mobile networking:VirtualizationandSDNcontrollerscontributetobettermobilitymanagement

policiesandenhancementofroutingandhandovers(Bradaietal.,2015).
• Heterogeneous Architectures: Different technologies should be addressed so that all

technologicaladvancementscoordinateandkeepperformanceinhighlevels(Bernardosetal.,
2015),(Bansaletal.,2012).

• Enhanced handoffs:Usingthesetechnologiesbetterroutingandhandoverpoliciescouldbe
adoptedsothathandoversaremoreefficient.

• Low cost solutions:Virtualizeddevicesresultinloweringthecapitalandoperationalexpenditures.
Mostsolutionsarebasedonopensourcesoftware.StatisticaldatafromSDNcontrollerscould
leadtobetterresourceallocation.Τheyofferimportantbenefitsofopen-sourcesoftwareand
alsoprovidetheopportunitytogainlargerprofitsbyamarketeditionoftheSDNcontrollers.

• Applicablescenarios:Mostofthementionedscenariosareapplicablesolutions.NFVsprovide
applicablenetworkingfunctionalities.SDNcontrollersareapplicablesolutions.

4. EXPERIMENTAL FRAMEwORK

Inthissection,themainexperimentalframework,thearchitectureexamined,thesimulationparameters
andtheexperimentsconductedaredescribedanalytically.VRouterincludesthereplacementofthe
routerwithasimpleswitchbyaddingprogrammable logic into it.For the IPRANusecase two
differentscenariosaretested.Aschemefollowingamobilearchitectureonlyandanotheronethat
includesacombinationofaheterogeneousarchitecturearepresented.

FortheexperimentalprocedureofthevRouterusecase,ONOS,POXandMininetareneeded.
Mininetisaveryfamousnetworkemulator,whichcontainsalltypesofnetworkdevices,thatcould
beintroducedintoatopology,suchas:switches,routers,hosts,etc.ForMCORDandIPRAN,the
Mininet-wifiisused.ItistheextensionofMininetforwirelessandmobilenetworks.Mininetwi-fi
alsoenablestheintroductionofallcomponentsofthewirelessandmobiletopologies,suchas:base
stations,accesspoints,antennas,mobilehostsetc.



International Journal of Interdisciplinary Telecommunications and Networking
Volume 10 • Issue 4 • October-December 2018

51

The topologies are introduced in the controllers via the Linux terminal executing the basic
commandsinMininet.Theconfigurationofthetopologiesiscreatedusingafilewiththetopology
andtheconfiguration,whileenablethecorrespondingONOSappforthecaseofONOS.InthePOX,
thetopologyfilerunsviatheMininetterminal.Thegoalistorunthesameexperimentsinboth
controllerstoshowwhichoneisthemostsuitablefordifferentusages.

Table1presentstheschemesthatareusedintheexperimentalprocedure,analyzingthenetwork
componentsperscenario.Alltheperformancetestsofthetopologiesareconductedinatimewindow
of15seconds.ThecontrollersinallcasesareONOSandPOX.Thecommunicationbetweenthe
networkandtheONOSoccursviatheBGPprotocol.Severalswitchesandhostsareintroducedin
thevRouterandtheheterogeneouscases.Severalbasestationsandaccesspointsareintroducedfor
bothIPRANscenarios.

Analytically,thetopologies(Figure1),theparametersandtheexperimentsconductedforeach
casearepresentedbelow:

4.1. vRouter
ThevRouterimplementsavirtualrouteravoidingtheusageofhardware,addingitsfunctionality
viaprogrammablelogictoawhite-boxswitch.TheONOScontrollercommunicateswiththeswitch
andperformstherouting.Itincludesoneswitchandtwohostsconnectedtoit.TheONOScontroller
monitorsthewholenetwork.

ThevRoutertopologycontains2hostsconnectedtotheswitch,whichcommunicatewith
theONOSSDNcontrollerviatheBorderGatewayProtocol(BGP).ONOShasacatholicview
ofthetopology.

TheexperimentalprocedurefollowedispresentedinFigure2.Thesequenceofthestepsfollowed
isalsodescribed.TheONOScontrollerisdepictingallthesechangesintoitsinterface.Everychange
intothetopologyorthecomponentsisdescribedintoONOS.Thesepossibilitiesarenotofferedby
POX.POXonlydisplaysmessagesaboutitsconnectionstate,namelyaboutbeingconnectedtothe
topologyornot.InthecaseofPOX,Mininetindicatesallthedifferencesinthenetwork.Onthe
otherhand,theinterfaceoftheONOScontrollerisverythoroughandindicatesmessagesaboutany
changemadeinthenetwork,forexample,abouttheconnecteddevicesandthetrafficexchanged.

Figure3describes theefficiencyof thevRouterusecasedepicting the transfer rateand the
bandwidthintheselectedtimewindow.Inthetestingscenario,vRoutertopologywasexecutedinatime
windowof15seconds.Inthisperiodoftime42.2Gbytesweretransferredin24.1Gbpsbandwidth.
Bothcontrollershadthesameresultsandtherefore,thereisonlyonegraphfortheperformanceof
thecontrollersinthevRoutercase.Thisdeviceisasimpleswitchandtheintroducedprogrammable
logicintoitrendsittofunctionasarouter.Suchideascouldbeappliedtolargernetworks.Whatis
more,itisobviousthatsimpledeviceswithappliedprogrammablelogicintegratedinthemfunction

Table 1. Data summary for the experimentation topologies

Network Component vRouter IPRAN HetNet

Controller ONOS/POX ONOS/POX ONOS/POX

Switches 4 - 1

Router VirtualRouter + +

Hosts 2 - 16

Basestations - 2 2

AccessPoints - 1 1

BGPcommunication + + +
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ascomplexdevices.Thecontrollerhasacatholicnetworkviewanddepictsallpossiblechanges
immediately.Thisrendsthenetworklow-cost,efficient,scalable,secure.

4.2. IPRAN
TheIPRANusecaseofONOSisausecaseofmobilenetworkingandthus,itenablesexperimenting
withmobile topologies.For thisusecaseMininet-wifi isused,becausebasestationsandaccess
pointsareneededforthistypeofnetworksandofferedbythisextension.Inthefirstscenario,only
experimentswithmobilenetworkcomponentsareincluded.ForthePOXcontroller,thesametopology
isintroducedandconnectedtotheremotecontroller.

ThetopologypresentedinFigure2containsoneaccesspointandtwobasestationscommunicating
withtheaccesspoint.TheONOScontrolleristhedevicethatperformsalltransportationactivities
andorchestratesthecommunicationbetweentheaccesspointandallmobilenetworkcomponents.
So,doesPOX.Table2describestheconfigurationofthemobilenetworkcomponents(accesspoints,
basestations)includingtheirnames,channel,position,MediaAccessControladdresses(MAC)and
InternetProtocol(IP)addresses.

Figure 1. The architectures of the topologies used in the experimental procedure (vRouter, IPRAN and IPRAN heterogeneous)
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Theexperimentalprocedureaswellasthesequenceofexperimentsfollowedarepresentedin
Figure2.Figure4describestheefficiencyoftheIPRANusecaseforthemobilecasescenario.In
a time intervalof15seconds,19.2Mbytesare transferredand10.3Mbpsareused.Thenetwork
remainsefficient.Bothcontrollershadthesameresultsandtherefore,thereisonlyonegraphforthe
performanceofthecontrollersintheIPRANcase.

Anotherpossiblescenarioof theIPRANusecase is thecombinationof themobilenetwork
components with wired ones creating a heterogeneous model. Figure 2 describes the IPRAN
heterogeneousmodel.Itincludes2basestationscommunicatingwithanaccesspoint,1switchand
4hostsconnectedtotheswitch.

Table2presentstheconfigurationparametersoptedforthisscenarioandtheconfigurationfor
themobilenetwork.TheexperimentalprocedurefollowedispresentedinFigure2.Thesequenceof
thestepsfollowedisalsodescribed.TheexperimentalprocedurefortheIPmobilecasesfollowed
arepresentedinFigure2.Theonetopologyistestingamobile-componentsonlyscenario,whilethe
othertopologytestsaheterogeneousscenario.Thesequenceofthestepsfollowedisalsodescribed.
TheONOScontrollerisdepictingallthesechangesintoitsinterface.Everychangeintothetopology
orthecomponentsisdescribedintoONOS.ThesepossibilitiesarenotofferedbyPOX.POXonly
displaysmessagesaboutitsconnectionstate,namelyaboutbeingconnectedtothetopologyornot.
InthecaseofPOXMininetisindicatingallthedifferencesinthenetwork.Ontheotherhand,the
interfaceoftheONOScontrollerisverythoroughandindicatesmessagesaboutanychangemadein
thenetwork,forexample,abouttheconnecteddevicesandthetrafficexchanged.Figure5describes
theefficiencyoftheIPRANusecasefortheheterogeneousscenario.

Figure 2. The experimental procedure followed for vRouter, IPRAN mobile components only and IPRAN heterogeneous topologies 
in the ONOS controller
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Figure 4. The performance of the IPRAN case (mobile components only scenario) in a time window of 15 seconds

Figure 3. The performance (Transfer rate, Bandwidth) of the vRouter case scenario in a time window of 15 seconds

Table 2. The configuration of the IPRAN topology’s Access Points and Base Stations

Component Channel Position

AccessPoint g 10,30,0

Component MAC IP Position

BS-sta1 00:00:00:00:00:01 10.0.0.1/8 10.20.1

BS-sta2 00:00:00:00:00:02 10.0.0.2/8 50.20.1
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IntheIPRANheterogeneoustopology,inatimeintervalof15seconds,19.2Mbytesaretransferred
and10.3Mbpsareused.Thenetworkremainsefficient.Bothcontrollershadthesameresultsand
therefore,thereisonlyonegraphfortheperformanceofthecontrollersintheheterogeneouscase.

ThesepossibilitiesarenotofferedbyPOX.POXonlydisplaysmessagesaboutitsconnection
state,namelyaboutbeingconnectedtotheswitchornot.InthecaseofPOXMininetisindicating
allthedifferencesinthenetwork.Ontheotherhand,theinterfaceoftheONOScontrollerisvery
thoroughand indicatesmessagesaboutanychangemade in thenetwork, forexample,about the
connecteddevicesandthetrafficexchanged.

TheIPRANusecaseofONOSisusedtoperformseveraltestsandexperimentsdevelopingmobile
onlyorcombinationsofmobileandwiredscenarios.Severalimportantissuescouldbetested,such
asmobility,handoversetc.TheONOScontrollerhasacatholicviewofthenetwork’sstate.More
complextopologiescouldbetestedandresulttomoreimportantconclusions.Forexample,handover
androutingpoliciescouldbetested.Forexample,ifthenetworkhasacatholicviewofthenetwork
andchecksthemobilityitcouldbevitaltocreatealgorithmswithdifferentapproachthannowadays.

4.3. MCORD
MCORD is built adopting the CORD-in-a-Box or single Node POD according to the ON.LAB
documentation.ItoffersthepossibilitythatseveralVMcopiescoexist.Opensoftwareisusedtobuild
theexperimentalenvironment,themostimportantofwhichare:OpenStack,XOS,ONOS,vOLT,
vSG,vRouter,VirtualTerminalNetwork(VTN).

MCORD requires Ubuntu LTS 14.04. Two possible methods of creating the experimental
environmentareviaVagrantorviaascript.ACloudLabaccountisneededtoaccessVMs.ListView
depictsallpossiblesshcommands.TheMCORDenvironmentiseasilymanageable.Thepreviously
mentionedsshcommandsenableresetactionsintotheserver.Restartingtheserverfurtherapplications
areinvestigated.

BBUandP-GWareexistingasusecasesofMCORD,butarevirtualized.TheVTNispossible
tobeloadedintheONOS.Theadministrationpanelisaccessibleandmanagedbyabrowser.The
VTNisconfigurableusingthebrowser.Severalnetworkslicesareaddedusingaparticularinstanceof
MCORD.TherearemanydifferentservicesincludedintheMCORDusecases.Themostfundamental
ofwhichare:RAN:virtualBusinessConnectionNetwork(vBCN),vBBUandtheBBU,Firewall,
CacheandVideoOptimization,vEPC:vP-GWandMME.

Figure 5. The performance of the IPRAN (heterogeneous scenario) in a time window of 15 seconds
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ThevBBUrunsonVM.Allnetworkingcomponents,suchasfirewallsandcachesareeasily
monitoredusingthebasicplatform.Videooptimizationisoneoftheservicesincludedintheplatform.
Alltheprovidedservicesareeasilyconnectedanddisconnected.Thepossibilityofintroducingseveral
networkslicesenablestestsconcerning5G,leadingtomoreefficientnetworkslicing.

MCORDisnotofferedasausecasebythePOXcontroller,sothereisnotaspecialinterface
thatonecouldbuildinordertoexperimentwithCORDandMCORD.Asaresult,ifonewantsto
investigatewhataretheeffectsofPOXtotheCORD,hehastomakeaMCORDapplicationand
runexperimentsintoit.

5. CONCLUSION

Inthissection,themostsignificantconclusionsareanalyzed.Inthepresentedscheme,thedatacenters
communicatewiththecloudviathetransportlayer.Thecontrollersperformorchestrationbetween
componentsandallocateresourcesforthenetworkapplicationsdemandingspace,bandwidth,etc.
TheEPCandRANcoordinatewiththeSDNcontrollerandinduceawholenewapproachinthe
futureofmobilenetworks.

In5Gitwillbevitaltodesignswitchesandcontrollers,thatarecompatiblewithSDNormodify
theexistingonestoenableSDN.Thehigh-speedratesandthelowroundtriptimespromisedbythe
nextgenerationensurethatthenetworkperformancein5Gandbeyondwillbethebestpossible.The
issuealsoraisedishowresourcesareallocatedtoapplicationsandthedevelopmentofpoliciesinthe
SDNcontroller.Theinterfacebetweentheapplicationsandthecontrollershouldalsobedesigned
inaneffectiveandcompatibleway.

TheneedforsupportingQoSalsoraises theimportanceofdescribinganddistinguishingits
differentclasses.Animportantissueisalsotoreclaimtheinformationfromthenetworkinastatistic
anddynamicwayinordertoenhancecoverageandotherresourcedemands.So,inthefuturethereis
aneedinfindingawaytoincorporateintelligenceinthenetwork.Finally,E2ESDNsolutionsshould
besuggestedandimplementedasawaytomeetthedemandsof5Gandbeyond.

Theexistingsolutionsoftheissuesraisedarevital,becausetheynotonlyprovidemeasurements
andideasforsolvingthemostimportantproblems,butalso,theyconsistatriggertocomeupwith
otherpossibledeploymentsthatsolvetheexistingobstacles.

Inthisresearch,wesummarizetheexistingSDNandNFVsolutionsforthemobilecasewithan
insightin5Gnetworks.Thispaperinformsscientistsofthelatesttrendsinthedomainandconsists
averystrongtool,asitreviewsseveralimportantstudiesinthedomain.

AcombinationofSDNandNFVistheanswertothedemandsraisedbythenextgeneration
ofmobilenetworks.Inthispaper,severalnetworkingtopologiesweretestedusingtheONOSand
POXcontrollers,showingthatcombiningSDNandNFVisafeasiblesolution,thathelpsmeeting
theexcessivelyhighdemandsof5Gandbeyondnetworks.Thereisanintroductiontothedesignof
thearchitecturalscheme,onwhichtheanalysisisbased.Theexperimentationparametersarechosen,
thenetworktopologiesareformedandseveralscenariosaretested.Therearealsosimulationsfor
thenetworkusing theusecasesvRouter,MCORDand IPRANof theONOScontroller and the
correspondingtopologiestestedintothePOXcontroller.Theexperimentationresultsareevaluated.

TheinstallationprocedureofPOXisverysimple.Itonlyrequiresrunningapythonscript.
Thismakestheprocedureeasyandnotdemandingatall.InstallingONOSismorecomplicated
asaprocedure,but there isa lotofdocumentationandanactivecommunityofferingall the
necessaryinformation.

The topologies created and tested, namely the vRouter, the IPRAN, the heterogeneous are
severalsimpletopologiesthatareinsertedandinteractwithONOSandPOX.Bytheexperimentation
procedurewasshowedthat it iseasyto insert topologies inbothcontrollers,configuringseveral
components,suchasbasestationsandaccesspointstoamobiletopology,monitortrafficandmobility
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viaONOS.POXdoesnotoffersuchadescriptiveinterfaceandthisisitsmaindrawback.Furthermore,
itdoesnotincludesomanyusecases-readytouseandtoexperiment.

Thepossibilityofseveralinstancesofthecontrollermeansthatifthecontrollerisdisabledfor
somereasons(attacks,failures),anothercontrollereasilytakesitsplaceandfunctionsonitsbehalf
instead.Thetopologiesareindicativecases,thatcouldbeextendedforbiggernetworksandtopologies.

WhenitcomestoCORDandasaresulttoMCORD,severalslicesfordifferentpurposesare
introduced.Thecontroloftheslicesiseasier,becauseofslicemanagementmechanismsintroduced
intoMCORD,sliceelasticityoptionsandcommonanalyticscontrolAPIs.Forexample,aproposal
fortheslicesthatcouldbeincludedis:CDNQoE,Videostreaming,Virtualreality,IoTapplications
(M2Mcommunications,e-Health,etc.),publicsafety,Service,User/Devices/Datatype,Application,
QoS&QoE,Enterprise,Location.TouseMCORDwithPOX,anapplicationshouldbemadeto
runexperiments.

Themonitoringofthenetworkisheldontothecontrollerandasaresult,theproviders/operators/
engineershaveamorecatholicviewofthenetwork.Thisamelioratesthestateofthenetworkby
enhancingtheresourcemanagementinmobilenetworksandisalsoawayforscientiststoacquire
andreclaimempiricaldatabythenetworkusage,andcreatesbettertrafficandroutingalgorithms
formobilenetworks.EspeciallyforONOS,whichindicatesthoroughinformationaboutthestateof
thecontroller.

ONOSisessentialforeducationalpurposes.Itisanopensourcecontroller,whichcontributesto
education,becausethereisnoneedforcommerciallicensing,hasmanyusecases,hasaverydescriptive
interface.Ontheotherhand,POXisalsoessentialforeducation.It isalsoopensource,butit is
suitableifthegoalistotraininthemakingofnewapplicationsandnetworksoftwaredevelopment.
Therefore,fordifferenteducationalpurposesbothcontrollersmaybeuseful.

6. FUTURE ACTIVITy

Inthissection,wesuggestpossiblefuturedirectionsinthedomainofSDN.Thereisalotofeffort
thatshouldbemadeinordertoconvincemarkettoadoptSDN&NFV.Itisthereforefundamental
toexperimentwithsignificantissuesandSDN’smaindrawbacks,whicharemainlysecurityissues.

ItisfundamentaltoshowhowtheOpenFlowprotocolcouldbefurthersecuredandenhanced,
inordertoameliorateswitches’intelligenceusingprogrammablelogictechniquesofotherNFVsin
ordertoavoidattacksinswitches,suchasidentityspoofingorMan-In-The-Middleattacksetc.SDN
networkssufferfromDenialofService(DOS)anddistributedDOSattacks,astheSDNcontrollers
arecentralized.Thus,severalmeasuresandproceduresshouldbemadeonhowtoavoidthesetypes
ofattacksthatcouldsetthenetworktoano-workingstate.

Specificpoliciesandprototypesshouldbedeployed.Softwareproblemsshouldbesettled,such
asbugs,softwaresecurity,etc. Investigationproceduresshouldbeanalyzedonhowto introduce
ONOSforeducationalproceduresandmethodsalongsidewithcomparingwithothereducational
SDNcontrollers,suchasNOX.

NewservicesshouldbecreatedusingtheMCORDtoaddress5Grequirementsandalsoprovide
solutionsnetworkflowpartition,billingsystemsandenhancesimplesearchesinsidelargeservers.
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