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ABSTRACT

Lowpowerwideareanetworks(LPWAN)technologiesofferreasonablypricedconnectivitytoa
largenumberoflow-powerdevicesspreadovergreatgeographicalranges.Longrange(LoRa)is
a LPWAN technology that empowers energy-efficient communication. In LoRaWAN networks,
collisionsarestronglycorrelatedwithspreadingfactor(SF)assignmentofend-nodeswhichaffects
networkperformance. In thiswork,SFassignmentusingmachine learningmodels insimulation
environmentispresented.ThisworkexaminesthreeapproachesfortheselectionoftheSFduring
LoRatransmissions:1)randomSFassignment,2)adaptivedatarate(ADR),and3)SFselection
throughmachinelearning(ML).Themaintargetistostudyanddeterminethemostefficientapproach
aswellastoinvestigatethebenefitsofusingMLtechniquesinthecontextofLoRanetworks.Inthis
research,alibrarythatenablesthecommunicationbetweenMLlibrariesandOMNeT++simulator
wascreated.Theperformanceoftheapproachesisevaluatedfordifferentscenariosusingthedelivery
ratioandenergyconsumptionmetrics.
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INTRodUCTIoN

TheaccessibledistributionofInternetofThings(IoT)deviceshasintroducedindustries,organizations,
andindividualstothedevelopmentofsignificantworthincludingIoTapplicationsinsectionofrescue
monitoring.It’safactthatIoTcancertainlyhelpindevelopingbettersolutionsandrealtimeadded
value toIoTdevicesandapplicationssuitable to improveour livesandoperationalprocesses. In
searchandrescue(Bouras,Gkamas,&KatsampirisSalgado,2021).andgeneralhealthcarearea,there
areseveraloccasionssuchasrescuemonitoringandtrackingwheresensorscanplayanimportant
role.EveninCOVID19era,manyworkshavebeenmadeinordertotacklethepandemic,using
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IoTsolutionslikeVedaeietal.,2020.Vedaeietal.,(2020)haveimplementedanIoTbasedsystem
for healthcare and physical distance monitoring system. The main components are the Machine
Learning(ML)fog-computingtools,biometricsensorsandwirelesscommunicationtechnologies.
OneofthesewirelesscommunicationtechnologiesisLowPowerWideAreaNetworks(LPWAN).
LPWANcomestosolvetheproblemoftransmittingdatatolongdistances,withverysmallenergy
consumption.SomeexamplesofLPWANtechnologiesareLongRange(LoRa),NarrowbandIoT
(NB-IoT)(Routray,S.K.,&Mohanty,S.(Eds.).(2021)),SigFoxandWeightless.Eachtechnology
has its advantages anddisadvantages, trying to provide energy-efficient, long-distance, low-cost
solutions,sacrificinghighthroughput,andlowlatencysimilartowhatcellulartechnologiesprovide
(Buurman,Kamruzzaman,Karmakar,&Islam,2020).

Asmentionedbefore,IoTtriestocopewithdifferentparametersinthecontextoftheapplication.
Inthispaper,theauthorsstudytheLoRatechnologyforanumberofreasons.Firstly,theMedium
AccessControl(MAC)layeroftheLoRastackisopen,andinordertotransmititisnotnecessary
topayforapaidsubscription,incontrasttotheNB-IoTtechnology,makingLoRaamoreappealing
solution.InaLoRaWANnetwork,thenodesarenotrelatedwithanexplicitgateway.Instead,data
broadcastedbyanodeisusuallyreceivedbymanygateways.Eachgatewaywillforwardthereceived
packetfromtheend-nodetothecloud-basedNetworkServer(NS)viasomebackhaul.NSperform
complexoperationsincludingmanagementofthenetworkandfilteringredundantreceivedpackets,
performingsecuritychecks,schedulingacknowledgmentsthroughtheoptimalgateway,performing
adaptivedatarateetc.

Inthispaper,asfarastheLoRaSFassignmentisconcerned,MLtechniquesareused,inorderto
exporttheappropriateSFthatcouldbeusedbythenetworkserverfordata.Authorsintenttoshowtheir
findingsregardingthepossibilityofusingMLtechniquesforSFassignmentinLoRanetworks.Firstly,
theauthorsexploredthedatacreatedintheprocessofLoRatransmissions,andthenanalyzedand
comparedfourclassificationsalgorithmsfortheSFassignmentusingthemostusedmetrics:accuracy,
precision,recall,andF1score.Aftertheevaluationofthemodels,theauthorsimplementedtheML
basedsysteminLoRaandcanbeusedandextendedasaseparatelibrarytoresearchoruniversity
projects.Specifically,alibrarywascreatedinordertoenablethecommunicationbetweentwovery
importanttools,theOMNeT++basedframeworkcalledFLoRa,andoneofthemostwell-known
librariesforMLcalledscikitlearn.TheaforementionedtoolusestheFLoRasimulatorandpythonfor
theMLoperations(namelyforthetrainingandtestingphaseoftheclassificationmodelsandfortheSF
prediction/assignment).Also,weformulatedtheprocessofSFassignmentasaclassificationproblem.
Usingtheabove-mentionedlibrary,twomechanismwerecreatedbasedonthek-NNalgorithmand
NaïveBayesclassifier.Finally,wepresentacomparativeevaluationofthetwoproposedmechanisms
againsttwovariantsoftheAdaptiveDataRate(ADR)andtherandominitializationoftheSF.The
comparativeevaluationwasbasedondeliveryratioandtheenergyconsumptionmetrics,tostudy
theenergyconsumption,andthetrade-offwiththedeliveryratio.

Therestofthispaperisorganizedasfollows:Thenextsectionpresentsrelatedwork.Insection
“LoRaWAN”importantaspectsofLoRaarepresentedinordertobetterunderstandourcontribution.
In section“Background” relatedworksarepresented. InSection“MachineLearningApproach”
theproblemformulationasaMLproblemispresentedandourapproachispresented.InSection
“Simulations”theresultsofourapproachandthecomparisonamongotherdefactoapproachesare
presented.Finally,thelasttwoSectionstheconclusionandfutureworkarepresentedrespectively.

LoRAWAN

TheLoRaisaphysicalmodulationtechniqueandderivesofChirpSpreadSpectrum(CSS).LoRa
constitutesatechniquedesignedtooperatein433MHz,868MHz,and915MHz.Oneofthemost
notablecharacteristicsofLoRamodulationisitsresistanceagainsttheDopplerEffectandmultipath
fading.
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InatypicalLoRadeploymenttherearefourmaindevices:a)LoRaend-nodes,whichacquire
datafromsensorsandthenthesedataaretransmitted,b)LoRaWANwhichisthecommunication
network.c)OneormoreLoRaGateways(GWs)thatreceivetheLoRaframesandforwardthem
throughawirednetwork.d)OneormoreNetworkServers,usuallyinthecloud,whichareresponsible
toprocessthereceivedandarelikelyinchargeofdecision-making.

LoRa’sphysicallayerusesCSSmodulationoveravarietyoffrequencybandsinEuropeand
USA.Thevalueof868MHzisoneofthecommonvaluesinmostregions(mainlyinEurope).There
aremultiplefactorsthatcharacterizetheLoRacommunicationbetweentheend-nodesandtheGWs
suchasSF,TP,CarrierFrequency(CF),CodingRate(CR)andofcoursetheBandwidth(BW).The
SFisdefinedastheratiobetweenthesymbolrateandchiprate.Thenumberofchipspersymbolis
definedas2SF. TheSFvaluesvaryfromSF7toSF12,wherehigherSFvaluesachievehigherranges.
CSSmodulatesthedatasymbolsintochirpsignalswhosefrequencyisconstantlychanging.ALoRa
framehasapreamblechirp,thathelpsthesignaldetectionbythereceiver.Becausethepreambleof
LoRaisthesameforeachtransmitter,theendofthepreambleisseparatedbytwosyncwords.

TheparametersusedbyLoRaareSF,codingrate(CR),andbandwidth(BW).SFisgivenby
Equation1:

SF
R

R
c

s

= log
2

 (1)

whereRcandRsarechiprateandsymbolrate,respectively.
TherelationbetweenthedatarateandtheSFisdefinedbyEquation2,whereR
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Ontheotherhand,TPusuallyrangesfrom-4dBmto20dBm.Thisparametersetstheintensityin
whichLoRaend-nodestransmittheLoRadataframestotheGW.Theoretically,asSFandTPincreases,
theLoRacoverageareaislarger.CRprovidessecurityagainstinterferences,wherehighervalues
providehigherprotection(4/5,4/6,4/7,and4/8).BWisthefrequencywidthinthetransmissionband.

Thetransmissionofapacketisassumedsuccessfulwhenthepowerofthereceivedsignalis
higher than the sensitivityof the receiver.The receivedpower in the simulation is expressed in
Equation3andderivesfrompaperBor,Roedig,Voigt,T.,&Alonso,(2016),whereP

rx
isthereceived

power,theGListhegeneralgainsandlossesandthePL(d)isthepathlossmodel:
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wherePL d
0( ) isthemeanlossforareferencedistancedo,thenisthepathlossexponentialandthe

Xσisarandomvariablefollowingazeromeangaussiandistribution,playingtheroleofnoise.Also,
thesensitivitythresholdoftheradioreceiverisdescribedinEquation5:(See(Bor,etal.,(2016))):

S BW Y SNR= − + + +174 10
10

log  (5)

BWreferstobandwidth,whereYisaconstantvaluerepresentingthereceiver’snoisefigureand
dependsonthehardwareimplementationthatmayvary.SNRisrelatedtotheSignal-to-Noiseratio.
Apartfromtheabove,orthogonalityistakenintoconsideration.Theorthogonalitydictatesthatthe
LoRasignalsthathavethesameSFandaretransmittedsimultaneously,arecolliding.Furthermore,
strongersignals(withlargerTPvalue)thathavethesameSFinasimultaneoustransmission,can
bereceivedbytheGW.

LoRaWANinatypicaldeploymentassumesastartopology.ItreferstotheMAClayeranduses
asaphysicallayertheLoRamodulation.Itdefinesthreedevicetypes:ClassA,ClassB,andClass
C,accordingtotheapplicationrequirements.TheLoRaWANconsistsofagatewayandmultiple
end-devices.Tosavebatterylife,asingle-hopwithsimpleprotocolsconnectsthegatewayandend-
devices.SFandtheTPofanodecanbeassignedeitherbythegatewayorthenodeitself,whilethe
channel for isend-devicecommunication isallocatedby thegateway.Adedicatedmodule (e.g.,
SX1301)isusuallyusedinordertosupportmulti-channelandmulti-datarates.

Whentheend-devicesarestationary,anadaptivedatarate(ADR)canbeusedtoachieveenergy
consumptionof theend-device.Particularly,LoRaWANoptimizesdata rate,airtime,andenergy
consumption.IfADRisenabled,thegatewaydividesthefrequencybandintoeight125kHzchannels
andlistensfortheuplinkframeinanychannelsimultaneously.Ineachchannel,theLoRaWANnetwork
serverestimatesthelinkbudgetofthechannelasfollows:itcalculatesthemarginofSNRandthen
decideswhichvalueoftheSFandtheTPisthebestsuitedforeachnode.

Ahugenumberofend-devicescanbesupportedbyagatewaythatsupportsmultichanneland
multi-datarates.Inindoorenvironmentswithmanyobstacles,thecommunicationcoveragedecreases;
hence,itisdifficulttoexpecthigh-densityend-devicesinthenetwork.Besides,thesingle-hopstar
topologyofLoRaWANrestrictsthenetworkscalability:ifanewend-deviceexceedsthegateway
communication radius, anewnetworkwithanadditionalgatewayshouldbebuilt for it.Studies
suchas(Adelantadoetal.,2017),(Liao,Zhu,Kuwabara,Suzuki,&Morikawa,2017)havealready
addressedtheneedformulti-hopLoRanetworks.Lastbutnotleast,thecommunicationbetween
LoRaend-nodesandgatewayscanbeunidirectionalorbidirectional.LoRaWAN,ontheotherhand,
specifiesthearchitecture,layers,andprotocolsoperatingoverLoRa.Meshorstarsarethetwopossible
topologiessupportedinLoRa(Zhuetal.,2019).

One important parameter in LoRaWAN communication is Spreading Factor (SF). The SF
parameterdecideshowmanychirps(thecarrierofthedata)aresentpersecond.HigherSFindicates
lesschirpspersecond;hence,lessdataisprocessedpersecond.Transmittingthesameamountofdata
withhigherSFneedsmoretransmissiontime,knownasairtime.Inordertoachievebiggerairtime,
themodemisoperatingandrunninglongerandthusconsumingmoreenergy.Themainadvantage
ofhighSFisthattheextendedairtimeincreasesthepossibilitythegatewaytoreceivethetransmitted
packet,thusincreasingthegateway’ssensitivity.Bettersensitivitymeansthatthenetworkprovides
bettercoverage.Hence,theSFassignmentisacrucialprocessforthenetworkandSFvalueforthe
transmissionofthedatashouldbecarefullyselected.Asresult,SFassignmentisatrade-offbetween
performanceandenergyconsumptionwhichcrucialforLoRabasedIoTapplications.Inordertofully
exploitthebenefitsoftheLoRatechnologyandtoimproveitsperformance,thenetworkdecidesthe
SF(gradedbetween7-12)basedontheenvironmentalconditionsbetweenthecommunicationdevice
and thegateway.Therelationshipbetween transmissionandSFassignmenthasbeen thoroughly
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studiedinpreviousresearchworks,suchas(Sagir,Kaya,Sisman,Baltaci,&Unal,2019),(Turmudzi,
Rakhmatsyah,&Wardana,2019),and(Zhuetal.,2019).

One of the most important challenges that should be taken into consideration during the
developmentofasystem,istheappropriateresourceallocation.Resourceallocationcanbefocused
onenergyconsumption,latency,throughput,packetlossetc.Manytechniqueshavebeenproposedfor
resourceallocation.OneofthekeyfactorsistheuseofMLforconfigurationparametersprediction.
MLextractsmeaningfulinformationfromrawdataandprovidesaccurateresults.Itiswidelyknown
that;thisinformationhelpsinsolvingcomplexanddata-richproblemslikeresourceallocation.

BACKGRoUNd

ManypapershaveaddressedtheproblemofparameterselectioninLoRanetworks.Inthissection,
wehighlightworksthataimtoenergyreduction/resourceallocationinLoRadeployments,usingboth
traditionaltechniquesandMLalgorithms.Also,itisnotedthesignificanceofusingMLinLoRa
inotherapplicationsaswell,suchaslocalization,showingtheimportanceoftheintegrationofML
techniquesinLoRa.MLandLoRacanboosttheIoTacceptanceinmanyapplicationsinthefuture.

Firstly,Sagiretal.,(2019)studythedifferentSFassignmentinordertoverifythetheoretical
limitsobtainingthepracticalperformanceprofileoftheLoRaradio.Ontheotherhand,Turmudziet
al.(2019)studySFassignmentinruralareastodeterminetheeffectonthecoverageofthemobile
network. Zhu et al., (2019) attempt to off-load the data traffic into several subnets by utilizing
multiple-accessdimensionbasedonmultihopLoRanetwork.Thisachievedbyenablingpacket
transmissionsinparallelwithmultipleSFstobecomefeasible.Li,Yang,&Wang,(2020),propose
anenergy-efficientmechanismthatdynamicallychangestheSFandTPvalues,accordingtosparse
LoRapackets.Theirresultsimprovedtheenergyconsumptionaspartofoptimization,whilehaving
anacceptabletrade-offintermsofdeliveryratio.Moreover,apartfromheuristicmethodsofsetting
thedifferentLoRaparameters,Tehrani,Amini,&Atarodi,(2020)presentasystemthatisopposite
ofthedefactoLoRadeployments.TheauthorssuggestatreebasedLoRatopologyshowingthatin
asuchtopologytheenergyconsumptionofthenodescanbemitigated.Inthiscontext,theauthors
proposeanenergyefficientroutingalgorithmformultihopLoRadeployments.Theauthorssuggest
thatenergyconsumptionisreducedincontrasttosinglehoptopologies(Paul,2020).Also,Mukherjee,
Jain,&Yang,(2020)haveextendedtheabovemethodusingneuralnetworksfortheclusteringprocess
innextgenerationnetworktechnologies.

Besides,Zourmand,KunHing,WaiHung,&AbdulRehman(2019)presenttheperformance
andtheactualcoverageareaoftheLoRanetworkinboththeindoorandoutdoorconditionusing
differentconfigurationontopologyandSFvariablesstudyingthebehavioroftheenergyconsumption
andtotalsystemperformanceincaseofLoRanetworks.Moreover,thecomparisonconductedin
paper(Bouras,Gkamas,KatsampirisSalgado,&Kokkinos,2020)wasimportantforourchoiceto
useFLoRasimulator(“FLoRasimulator”,2021)asitisasimulationframeworkforcarryingout
end-to-endsimulationsforLoRanetworks.

MLcanbeusedinvariousapplicationsinLoRanetworks,aswell.Forexample,nodelocalization
isoneapplicationthatMLcanbenefitLoRanetworkse.g.(Daramouskas,Kapoulas,&Pegiazis,
2019a).Theauthorsof theabovepaperhavecomparedvarious localizationtechniquesforLoRa
networks,includingMLbasedalgorithms,suchasclusteringandSocialLearningParticleSwarm
Optimization(PSO).Followingtheabovestudy,weuseMLtotackletheproblemoftransmission.
Daramouskasetal.,(2019b)proposeaReceivedSignalStrengthIndication(RSSI)basedmonitoring
algorithmthatusesneuralnetworksforlocalizationinLoRanetworks.Theresultsshowedthatthe
neuralnetworksperformwellinthesecases.

Asfarasthenetworkoptimizationisconcerned,Sandoval,Garcia-Sanchez,&Garcia-Haro,
(2019)expressedtheupdateprocessofLoRaparameters,suchasSF,asareinforcementlearning
problem. The parameter configuration is made by neural networks. The results yielded by their



International Journal of Wireless Networks and Broadband Technologies
Volume 10 • Issue 2 • July-December 2021

105

policiesshowa147%increaseinthroughput.Moreover,inpaper(Yu,Mroueh,Li,&Terre,2020)a
multiagentQ-LearningalgorithmisproposedinordertoachievebetterresourceallocationinLoRa
networks.Particularly,theSFisdynamicallychanginginordertoreducethecollisionsthatcanbe
occurredduetoSFtransmission.Theresultsyieldedwererobust,buttheinputoftheirmechanismis
thelocationofthenodes,somethingnotrealisticforseveralapplications.Forexample,ifthenetwork
operatorisnotawareofthenode’slocation,thenaGPSmoduleisnecessary,leadingtoanincreaseof
energyconsumptionmitigatingthebenefitsofthemechanism.Cuomo,Garlisi,Martino,&Martino
(2020) investigate thepossibilityof integratingML forLoRanetworkoptimization.Their study
concludedinproposingasystemthatusesdifferentMLtools,suchasclustering,LongShort-Term
MemoryNeuralNetworksanddecisiontreesinordertopredicttheperiodofinter-arrivaltimeof
thepackets,showingpromisingresults.Park,Lee,&Joe(2020)proposeareinforcementlearning
basedsystemthatassignstheoptimalLoRaparameterssuchastheSF,transmissionpower(TP)
andchannelbandwidth.Cui,&Joe(2020)appliedMLalgorithmstotacklewiththecollisionsthat
occurinLoRanetworks,withdynamicparameterallocation.Specifically,theyhandlethecollision
avoidanceproblemasatimeseriesproblem,andtheyapplyLongShort-Termmemoryextended
Kalmanfiltertopredictthecollisions.

MACHINe LeARNING APPRoACH

Machine Learning Algorithms
MLconsistsofdifferentapproachesthataimtohelppeopleinmakingdecisions,andtheapproaches
canbecategorizedintothreemaincategoriesa)supervisedlearningb)unsupervisedlearningc)
reinforcementlearning.Supervisedlearningistheprocessinwhichthelearningisoccurredwith
theuseofdata thatweknowexactly their class, inotherwords, labeleddata.Theprocedure in
whichthelearningoccursiscalledtrainingandthedatasetusediscalledtrainingdataset.Afterthe
training,totesttheperformanceofthealgorithm,wemusttestanunknownpartofthedatasetknown
asthetestingdataset.Supervisedlearningcanbeusedforclassificationandregressionproblems.
Classification problems are the problems in which the prediction is about discrete finite labels,
whiletheregressionproblemsaimtopredictcontinuoustargetlabels.Whenthelearningprocess
doesnotinvolveanytargetlabels,thentheunsupervisedlearningisdiscussed.Themostcommon
useofunsupervisedlearningisclusteringinwhichtheusertriestofindsomegroupingsinthedata.
Finally,reinforcementlearningreferstothelearningandpredictingofthenextactionthathelpsto
themaximizingthebenefitofminimizingthecostinthefuture(Figure1).

Inthiswork,weusesupervisedlearninginaclassificationcontext.Specifically,theproblemin
whichtheauthorsuseMListhefollowing:ThegoalistoassignavaluetotheSF.ThevaluesofSF
varyfrom7to12.So,theproblemofSFassignmentcanbeconsideredasaclassificationproblem.
Becausethetargetvaluesrangefrom7to12,theclassesarenumberedto6.Hence,theproblemof
theSFassignmentissuggestedtobeasamulti-classclassificationproblem.Aftertheformulation
ofthelearningtasktheauthorsdescribethealgorithmsusedinthiswork,whicharethek-NN,Naïve
Bayes,andSupportVectorMachines.

k-NN
Τhek-NNalgorithmisaclassificationalgorithmwhosebasicassumptionisthefactthatthedata
pointsinthedatasetthathavesimilarbehaviorexistinasmallproximity.Thisassumptionleadsto
theformulationofthelearninggoalastheclassificationofthenewunseendatapointsbycalculating
thedistanceoftheKdatapointsinthetrainingsetthathasthesmallerdistanceinthefeaturespace.
Thedistanceisafunctionthatisusedtoexpresshowsimilarornotisthenewunseendatapointwith
thedatapointsinthetrainingdataset.ThedistancecanbetheEuclidean,Hamming,orMahalanobis
distance.ThedistanceisexpressedinEquation6:
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Naïve Bayes
NaïveBayesinrealityisnotoneclassifier,butaclassofprobabilisticclassifiers.Thebasicideais
that,givenaninputvector,thatrepresentstheunseendatapoint,aNaïveBayesclassifier,appliesthe
NaïveBayestheorem,assumingindependencebetweenthefeaturesofthegiveninputvector.The
probabilitiesintheEquation4Pr t c={ } andPr{ | }x t c

i
= canbeassumedtofollowadistribution.

Thus,theNaïveBayesclassifiercanusetheGaussianorBernoullidistribution,etc.Inthiswork,the
Gaussianvariant of theNaïveBayes classifier is used.Themain advantageof theNaïveBayes
classifieristhatcanachievehighaccuracywithsmalldata,incontrasttomorecomplexmodels,such
asneuralnetworks.

TheBayes’theoremisapplied(tistheclassvariableandX x x x
k

= …



1 2

, , .,� istheinputunseen
datapoint)theclassificationproblemisexpressedinEquation7:

Figure 1. SF selection architecture through ML
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Support Vector Machines
TheSupportVectorMachines(SVMs)arecontrarytotheNaïveBayes,anon-probabilisticfamilyof
classifiers.ThemainideabehindtheSVMs,isthattheobjectiveistofindahyperplanethatsplitsthe
classesofthetrainingsetwiththelargestmargin.WhenthenewunseendataisfedtotheSVM,the
predictionofthelabelisoccurredbasedonwhichpartofthehyperplaneitfalls.TheSVMscanhandle
bothbinaryandmulticlassproblemsandaresupposedoneofthebestclassificationalgorithms.The
formulationoftheproblem,lettakethebinarycase,isalinearclassificationtask,andtobesolved
ishandledasaconstrainedoptimizationproblem.

Decision Trees
TheDecisiontreesaredifferentfromthealgorithmsmentionedabove.TheDecisiontreeisasupervised
learningmethodthatcanbeusedinbothclassificationandregressiontasks,anditsgoalistocreate
amodelthatusessimpleif-elsestatements.Thedecisiontreesareverysimpletounderstandandcan
bevisualizedeasily.TheproblemwiththeDecisiontreeisthefactthatitcanbedifficulttogeneralize
aDecisiontree,becauseastheproblembecomesmorecomplexthetreecanbemorecomplexand
difficulttoperformaswellasotherclassificationalgorithms,suchastheSVMs.

Feature Selection and data Preprocessing
Problem Formulation
Beforemovingto thedescriptionof thesteps thatwerefollowedin thispaper, it isnecessary to
formulateourproblem.WeassumetheproblemoftheSFassignmentasamulticlassclassification
problem.TheclassesarethetargetSFs,sotheclassesareintherangeof7to12.WhentheML
algorithmisexecuted,accordingtotheinputdataitgivesasanoutputtheclassinwhichthenode
shouldbeassigned,thatinourcaseistheSF.

Dataset Creation and Preparation
Firstly,thesimulationexecutedwithouttheADRmechanismenabled.Thedatacreatedwereused
forthetrainingphase.Beforemovingtothetrainingphase,itisimportanttoextractthenecessary
knowledgeaboutthecreateddatasetaspartofourstudy.So,inFigure2thenumberinstancesofeach
classarepresentedontheleft.TheSFallocationthroughADRcreatesanimbalanceddataset,where
theSFwithvalue12hasmostoftheinstances,whiletheinstancesofSFwithvalue7istheminority
inthedataset.Forthisreason,itwasnecessarytocreatesyntheticdata,accordingtotheSMOTE-NC
technique(“SMOTE-NC”,2021).ThishelpsustoreducethebiasagainstsomeSFsvalues.

InFigure3thedataset’sinstancesareplotted.Asitispresented,thedataareseparable,asthe
classes(thecaseswiththesamecolorisoneclass)arenotmixed.Therearesomecaseswhereaclass
isclosetoothers,somethingthatitcanbeaproblemofmisclassification,theclassifierspreform
verygoodanditispossibletocreaterobustclassifiers.Finally,thedatawasscaled,asthescaleof
theTPisdifferentfromthesecondfeaturethatistheEnergyconsumedperpacketssent,usingthe
Maxabsolutevaluescaler.

Feature Selection
Also, inclassificationproblems isnecessary todefine the featureswithwhich theclassification
taskisdone.Inourcase,usingchi-squaredanalysis,thetotalenergydividedbythetotalpackets
sentandtheTransmitPower(TP)wereselectedasthefeatures.Here,itisimportanttonotethatthe
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Figure 2. Bar chart of the number of the instances of each SF in the dataset

Figure 3. Visualization of the dataset
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localizationinLoRanetworksisnotsoaccurateasoftheGlobalPositioningSystem(GPS),withan
errorreachingabout400m(Daramouskasetal.,2019b)(Bouras,Gkamas,Kokkinos,&Papachristos,
2020).Forthisreason,thenode’spositionwasexcludedandnotconsideredasapotentialfeature.

Training
After thepreprocessing and feature selectionphase,we trained the algorithms.Thedatasetwas
dividedintotwoparts,75%beingthetrainingdataset,andthe25%beingthetestingdataset.Using
10-foldcross-validation,forthek-NNwithkrangingfrom2to50,itwasconcludedthatwithan
averageaccuracyof96%inthe10-foldcross-validation,k=4seemstobethemostsuitablevalue.
Moreover,theNaïveBayesclassificationalgorithmwasused,inordertocomparetheresultsofthe
MLmechanismwiththreeclassifiers.FromthedifferentvariationsoftheNaïveBayesalgorithm,the
GaussianNaïveBayeswaschosen,asitgavebetterresultsbyfar,intermsofaccuracy.Thedifference
betweentheGaussiantotheothervariantsofNaïveBayeswashuge,e.g.theMultinomialvariant
achievedaccuracyaslowas30%.AsfarastheSVMisconcerned,again10-foldcross-validationwas
used.Firstly,welimitedtheparametersbytheRandomSearchmethod,andthenusingGridSearch,
thefinalparameterswerechosen.Theparametersthatachievehighscoresarea)thelinearfunction
asthekernelfunction,andb)c=10.Themeanvalidationscoreinthe10-foldcross-validationis
0.946.Finally,asfarasthedecisiontreeclassifierisconcerned,againweconductedrandomandgrid
searchinordertofindthemostsuitableparameters.Fromthe10-foldvalidationthatwasconducted
ineachsetofparameters,themodelwiththefollowingparameterswasselected:asthecriterionof
thequalityofthesplitwasselectedtobetheGinifunction,themaxdepthofthetreeis23,themax
featuresthatareconsideredtobeis1andtheminimumnumberofthesamplestosplitaninternal
nodeis2.Themeanvalidationscoreofthismodelis0.99withastandarddeviationof0.08.

evaluation of Classification Algorithms
Afterthetrainingphase, theevaluationofthemodelswasconducted.Wefittedthemodelswith
thetrainingdatasetandthen,theaccuracy,precision,recall,andtheF1Scorewereusedasmetrics
fortheMLalgorithmevaluation,inthetestingdataset.Theaccuracyreferstotheratioofcorrect
predictionstothetotalpredictions.Theprecisionmetricistheratioofthecorrectlypredictedanswers
ofaclasstothetotalnumberoftheanswersthatpredictedthisclass.Therecallmetricistheratio
ofthenumberofcorrectlypredictedanswerstothenumberoftheactualinstancesoftheclass.F1
referstotherelativecontributionoftheprecisionandrecall.InFigure4acomparisonfigureshows
thefourclassificationalgorithmsintermsofaccuracy,precision,recall,andF1.Inallfourmetrics,
thek-NNalgorithmscoredthehighest,followingbytheDecisionTree,theSVM,andtheNaïve
Bayes.Asallthealgorithmsarerobustasinallmetricsthescoresrangedfrom0.8to0.98.Thereason
thatthek-NNalgorithmscoredthehighestisthatonlytwofeatureswereusedfortheclassification
problemandthephenomenonofthe“curse”ofthedimensionality,andthedatawereseparablein
mostcases,thustheperformancewasgreat(Table1).

Table 1. Metric Scores

Metric k-NN Naïve Bayes

Accuracy 0.9692 0.8547

Precision 0.9694 0.8678

Recall 0.9696 0.8549

F1 0.9695 0.8571
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Apart from the aforementioned classification metrics, in order to have a more thorough
understandingoftheclassificationalgorithm’sresults,theconfusionmatrixofeachclassifierwas
plottedandpresentedinFigure5.

ML Mechanism Integration in LoRa Network
InthissubsectiontheoverallMLbasedmechanismfortheSFselectioninLoRaispresented.Inthe
systemmodel,thedecisionsofthemechanismabouttheSFarehappeningintheNetworkServer
whoisresponsibleforthewholetransmission.Asfarasthesimulationprocessisconcernedthe
communicationbetweentheFLoRasimulatorandthescikitlearnlibraryispresentedinFigure6.The
mechanismconsistsofthreesteps:a)ExportNSvaluestotheMLserver,b)SelectionofSFbased
onMLalgorithmsandfinallyc)SetupoftheSFconfigurationtotheLoRanetwork.

Step 1: Export NS Values to ML Server
InordertorunourMLalgorithmsaseriesofinformationrelatedtooursimulationisrequired.The
aboveinformationinthesimulationframeworkiscollectedandstoredinafilewith.csvextension.
Thisfilecontainsatestdatasetforourexperiments,anditwillbeneededasinputtotheMLserver.
ThisinformationistheTP,thepacketssentaswellastheenergyconsumed.Theaboveinformation
isusedasinputfortheMLserverduringourexperiments.

Step 2: SF Selection
InordertoselecttheidealSFforthetransmissionofthedatatoasinglenode,firstlythestoreddata
mustberetrievedandanalyzed.Forthisreason,throughMLwetrytoextract(basedontraining
dataset)theidealSFthatcouldbeusedfromNSforthetransmissionofthedatausingthek-NNand
theNaïveBayesalgorithms.TheidealSFthatmeetstheconditionsbasedontheinputdataofTP,
packets,andenergy,isexportedandwrittentoafileendingin.csv.Thereafter,thecsvfileisusedas
aninputintheNSforthecontinuationofthetransmission.

Figure 4. Comparison of the Classification algorithms
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Step 3: SF Integration and Transmission
In this step, theNS isbeingupdated through the.csv file about thenewly idealSFand sets the
parameterstothefilesandclassesinvolved.TheNSthensendsadownlinkmessagetotherightnode.
Afterthatthewholetransmissionprocessisbeingcontinued.

SF Selection Mechanisms examined
ThissectionexaminesthreedifferentapproachesregardingtheselectionoftheSFduringtransmissions
inaLoRaWanenvironment.

1st Approach – RSF (Random SF) Selection
The1stapproachreliesonrandomSFselectionforthedatatransmission.Thealgorithmchooses
arandomvaluebetween7and12inordertobeusedduringthetransmission.Theprocedurefor
obtainingtheSFispresentedbelowusingpseudocode.TheSFvaluesdonotchangeduringthe
simulation.ThiscanberealisticbecauseinthemanycasesitisunknownwhatSFshouldtheuser
assign,soactually,thenode’sSFcanbeconsideredasrandom.

PseudoCodeoftheSFSelectioninRSFCase

Figure 5. The classifier’s confusion matrices
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int SF=0; % initialize the SF 
Set SF by random (7,12) 
transmit(); % NS transmits the data

2nd Approach – ADRSF (ADR SF) Selection
The2ndapproachthatisexaminedinthispaperistheADRmechanism(“TheThingsNetwork”,
2021).Giventhetimeonair,nodesclosertothegatewaydonotneedthehighlinkbudgetthatgoes
alongwithSF12;nordotheyneedtostayonairaslong.So,theADRcanoptimizethenode’sSF,
andminimizethesubsequentTimeonAir,accordingtothelinkbudgetofeachnode.ADRisavery
simpleheuristicmechanismthatconsistsoftwoparts,onerunningintheNSandthesecondinthe
nodeitself.TheADRchangesthedataratebasedonsimplerules:Ifthelinkbudgetishigh,thedata
ratecanbedecreased(i.e.theSFisincreased)Ifthelinkbudgetislow,thedataratecanbelowered
(i.e.theSFisreduced)(“UnderstandingtheLoRa:AdaptiveDataRate,2021).Thepseudocodeof
the2ndapproachispresentedbelow.

TheADRmechanismisveryeasytocomprehendandtoimplementandisheuristic.Thedynamic
changeoftheparameterselectioningeneralisbeneficialtoboththenode’sandthenetwork,asitcan
leadtoreducedenergyconsumptionandincreasetodeliveryratio.ThemainproblemoftheADR
isthefactthatisheuristicandnotalwaysleadstooptimalresourceallocationincontrasttoother
proposedmechanismintheliterature.Furthermore,theADRconvergesveryslowly,andinmany
casesalotofunsuccessfuluplinktransmissionsneedtobeoccurredbeforetheSFortheTPchange.
Thesemaindrawbackshaveincreasedtheinterestofresearcheraroundtheworldforbetteralternatives.

Inthispaper,twovariantsoftheADRmechanismaretested.Thefirstone,intheNSpart,the
linkqualityisestimatedusingthemaxSNRvaluefromthelatest20frames,whilethesecondversion

Figure 6. Classification Comparison in terms of Energy per Packet
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oftheADRproposedin(Slabicki,Premsankar,&DiFrancesco,2018)usestheaverageofthelatest
receivedframes.Thepseudocodethatfollowsrefertobothvariantswiththedifferencethatinstead
ofthemaxoperatortheaverageoperatorisused.TheADRvariantusingmaxoperatorwedefineit
asMaxADR,whilethevariantusingtheaverageoperatorasAvgADR.

PseudoCodeoftheSFSelectioninADRCaseinNode

int initSF=0; % initialize the SF 
int ADR_uplink = 0 
int threshold = 96 
while (uplink transmissions): 
     ADR_uplink ++; 
     if ADR_uplink > threshold; 
        initSF = increaseSF(initSF); 
     else 
          Request Downlink frame 
          transmit(); % NS transmits the data 
function increaseSF(SF): 
     if (SF > 7 and SF <12): 
          SF = SF + 1; 
          return SF;

PseudoCodeoftheSFSelectioninADRCaseinNS

SNRm = max of the last 20 frames 
SNRmargin;  
steps = floor(SNRmargin/3) 
int threshold = 96 
while (steps>0 & SF>7): 
SF--; steps-- 
while steps >0 and TP>2 
TP =TP-3; steps--; 
while steps<0 and TP<2 
TP =TP+3;  
steps++;

3rd Approach – MLSF (Machine Learning SF) Selection
Thegoalofthe3rdapproachistofindthesuitableSFbasedonMLtechniques.Initiallythealgorithm
hasalreadyatraineddatasetwithdata(innormalizedform)andgetsinputfromtheNSthrougha
directcommunicationusinga.csvfilewithinformationaboutthetransmission.TheMLmodelextracts
theinformation(TP,packetssentaswellasenergyconsumed),andfeedsthek-NNalgorithmorthe
NaïveBayesfortheSFselection.NextstepistowritetheselectedSFvaluetoa.csvfilewhichwillbe
usedasinputtotheNSforthetransmissionprocess.NSreceivestheconvertedIPpackets,andthen
withadownlinkpacket,updatesthenodeSF.Theprocedureispresentedbelowusingpseudocode.

Furthermore,asimpleapplicationlayermechanismhasbeencreatedinordertokeeptrackthe
lowestSFofthenode.ThisisnecessaryforthecaseswheretheMLmodelreturnsaSFvaluethat
fallsbelowtheminimumrequiredSFinordertoreceivedsuccessfullybytheGW.Thisisfeasible
inreallifescenarios,asthemethodtoachievethiskindoftrackingneedsbasicoperationsthatthe
microcontroller’sArithmeticandLogicUnit(ALU)canhandle.Also,theADRpartthatrunsinthe
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nodesisusedtoo,todealwiththecaseswheretheinitialSFassigned(beforereachingtotheNS)
arelowerthantheminimumSF.

PseudoCodeoftheSFSelectioninMLSFCase

int SF=0; % initialize the SF  
data = retrieveInput(); Retrieve input written from NS in 
exported.csv  
newlySF = analyzeAndRunML(data); % extract data and run k-NN/Naïve 
Bayes using python module and return the ideal SF.  
storeSFVariable(); % Store the selected value at config.csv  
retrieve_configuration(); % NS reads configuration from the 
config.csv and sets the SF to the involved classes and functions  
transmit(); % NS transmits the data 

SIMULATIoNS

description of Testbed
Regardingtheneedsoftheresults’presentation,weconductedthefollowingexperimentintheFLoRa
simulatorenvironment.Thenecessarysimulationparametersfortheconductionofexperimentsare
presentedinTable2.TheLoRatopologyconsistsofmultipleend-nodesvaryingfrom20-250with
a50-nodestep,fortwodifferentcases.

Inoursimulations,weconsideredanetworkofurbanandsuburbansetup.Forthisreason,we
usedtwodifferentmodelsderivedfrompaper(Slabickietal.,2018)forbothcases.Twodifferentareas
examined480m*480mandatopologybasedonOulutownwithcoverageareaof9800m*9800m.
Thedeploymentoftheend-nodeswasdeterminedrandomlyinthetopology.Inthissimulation,the
stationarymobilitymodelwasused.Moreover,theenergyconsumptionmetricisconsideredastheratio
oftheenergyconsumptionofallLoRanodesandthecardinalityofthemessagesreceivedbytheNS.

Simulation Results
Inthisparagraph,theexperimentalresultsarepresented.Morespecifically,wepresentthefollowing:
ADRmechanismusingthemaxoperator,ADRmechanismusingtheaverageoperator,thecasewhere
theADRisdisabled(NoADR),thek-NNbasedMLmechanismandtheNaïveBayesMLmechanism.

Table 2. Simulation Configuration

Parameter Values for urban deployment

NetworkSize 480m*480m

NumberofNodes 50-250

σ 0

SpreadingFactors 7-12

CodeRate 4

NumberofGWs 4

Bandwidth 125KHz
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WecomparedtheMLbasedmechanismwiththeADR,astheADRisthede-factomechanismused
inLoRaWAN.AsfarastheMLalgorithmsusedareconcerned,weusedtwoverygoodalgorithms,
andasTable1presents,theyachievehighscoresin4metrics.

The goal on LoRa and devices is to maintain a balance between user comfort and energy
requirements,suchthattheusercanachievethedesiredcomfortlevelwiththeminimumamount
of energy consumption. For this reason, delivery ration and energy consumption were themain
evaluationcriteriathatwereusedinoursimulations.Thedeliveryratioiscomputedastheratioof
thetotalnumberofthemessagesreceivedsuccessfullybytheNSdividedbythetotalnumberofthe
messagessentbythenodes.Theenergyconsumptioniscalculatedbytheenergyconsumedbyall
nodesdividedbythenumberofsuccessfullyreceivedmessagesbytheNS.

Thisparagraphpresentstheimpactoftheaverageenergyconsumptioncomparedtotheendnodes
inoursimulation.ThefiguredepictstheenergyconsumptioninNoADRcase,withADRandwith
MLmechanisms.Specifically,inFigure7,theenergyconsumptionofallexaminedmechanismsis
presented.AccordingtoFigure7,therandomassignmentoftheSFistheworsemethod.Comparing
the4remainingmethods, theADRhastheleastenergyconsumptionwhile thek-NNbasedML
mechanismfollowscloselytheAvgADRmethod.TheNaïveBayesbasedMLmechanismconsumes
lessthanthek-NNinthecaseswithfewernodes,buttheenergyconsumptionisincreasingfaster
as thenumberofnodes increases, incontrast to thek-NN. In theexperimentwith50nodes the
AvgADR,thek-NNandNaïveBayesbasedMLmechanismsarealmostidentical.Thereasonthat
theMLmechanismsareseemedtoperformalittleworseisthatincontrasttotheADR,onlytheSF
isoptimized,whileinADRtheTPisalsochangingaccordingly.ΤheMLbasedalgorithmscanget
closetotheADRalgorithm,despitethefactthatthereisnopolicytochangetheTP.

Asfarasthedeliveryratioisconcerned,thedeliveryratiooftheNoADRcase,thecasewith
ADRenabledandthewithMLmechanismsenabledispresentedinFigure8.Thereisnosignificant

Figure 7. Energy consumption of the examined mechanisms, as the number of the nodes is increasing
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difference between the optimized cases, especially as the number of nodes increases, while the
randomlyassignedSFmethodyieldstheworstresults.

In order to evaluate the delivery ratio results, a thorough insight of the created data was
investigated. After the research, the authors concluded that the main reason of the slight worse
performancecomparedtotheADRalgorithmcanbeunderstoodfromtheFigure9.AsFigure9
shows,theRandomSFselectioncase,yieldstheworstresults,becausehasthelargestnumberof
packetsthatcouldnotbereceivedbytheGWandthereforedropstheperformanceofoursystem.
ThisderivesfromthesignalpowerthatfallsbelowtheGW’ssensitivitythreshold.Amongthe4
mechanisms,namelythetwovariantsoftheADRandthetwoMLmechanisms,theMaxADRhas
theleastnumberofpacketsthatfallbelowtheGW’ssensitivitythreshold.TheMLmechanismsfall
betweentheAvgADRandtheMaxADR,asthenumberofpacketsthatcouldnotbereceivedby
theGWisbetweentheMaxADRandAvgADR.ThisisthereasonthattheMLbasedmechanisms
performslightlyworsethantheMaxADR.

Toexplainthisbehavior,itisimportanttounderstandthepartoftheADRthatrunsinthenodes.
After64uplinktransmissionsthenoderequestsfromtheNStosendadownlinkpacket,withinthe
next32uplinkpackets.Inthescenariowherethenode’sSFisbelowthelowestnecessaryvalueto
bereceivedbytheGWsuccessfully,96uplinktransmissionsneedtobesentinorderthenodeto
increasetheSFvalue.Thus,whentheMLmodelsmakeonefalsepredictionthatforcesthenodeto
haveaSFvaluethatfallsbelowthesensitivitythreshold,morethan96uplinktransmissionsneedto
besent,inordertoreachthelowestSFvalue.Despitetherobustresultsoftheclassifiersaspresented
inFigure3and6theclassesareinsmallproximity,thusinsomecasessomeclassificationerrorscan
beoccurred.Furthermore,itisworthmentioningthatincontrasttowork(Yatagan,&Oktug,2019)no
priorknowledgeoflowestSFwasassumed,becausewewantedthesimulationstobemorerealistic.

InordertofindthelowestSF,wemadeasimpleapplicationlayermechanismthatkeepstrack
thelowestSF.InourscenarionopriorknowledgeofthelowestSFwasassumed,thusinorderto

Figure 8. Delivery ratio of the examined mechanisms, as the number of the nodes is increasing
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find the lowestSF inwhich thenodeshould transmitsoas theGWto receive thepacket, some
unsuccessfuluplinktransmissionswereoccurred.Finally,incontrastto(Yatagan,&Oktug,2019),
inthispaperthenodeshadtheabilitytotransmitintherangeoftheacceptedTPvalues.Inpaper
(Yatagan,&Oktug,2019)theauthorsassumedthatallthenodestransmittedinthehighestvalue
ofTP,somethingthatisnotcommoninreallifescenariosanddeployments.Also,inthisworkthe
nodescouldtransmitwithdifferentTPvalues,buttheMLmechanismsdidnotchangedynamically
theTPvalues.OnthecontraryADRmechanismscanchangetheTPvaluesdynamically.Despite
this,theADRmechanismsyieldslightlybetterresults,thusmakingtheadoptionofMLmechanism
apromisingcandidateforSFselection.

CoNCLUSIoN

Inthisresearchwork,LoRaWANandMLhasbeenstudiedintermsofclassificationforSFassignment
inordertosavemodule’senergyrequirements.LoRaisonepromisingwirelesstechnologythatdeals
withapplicationsthatneedlowlatency,longrangeandlowenergycommunication.Wecreateda
librarythatenablesthecommunicationbetweentheOMNeT++basedLoRasimulatorcalledFLoRa
andthepythonbasedscikitlearnlibrary.Moreover,theauthorsinvestigatedthepossibilityofusing
MLbasedmechanismforSFprediction.Inthisframework,athoroughstudyhasbeenconducted
andacomparisonintermsofdeliveryratioandenergyconsumptionamong5casesispresented.The
studiedMLmechanismsallowpredictingaSFthatcouldbeusedfromtheNSinordertotransmit
thedata.BasedonatraineddatasetasexportedinADRcase,weuseitinourmodeltocalculatethe
mostsuitableSFbasedonourinputdata.Westudiedthecasesofk-NNandNaïveBayesclassifier
fortheMLmechanism.Thesimulationresultsrevealedthatclassicclassificationalgorithmscanbe
usedinthecontextofLoRasuchasthek-NN,GaussianNaïveBayesclassifier,theSVMsandthe
Decisiontrees,becauseachievehighscoresintermsofaccuracy,precision,recall,andF1.Then
wetestedthek-NNandGaussianNaïveBayescomparedtotwovariantsoftheADRinasimulated

Figure 9. Number of packets that GW did not receive, due to signal was weaker than the GW’s sensitivity
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LoRadeployment.TheresultsshowedthattheMLbasedmechanismsperformedingeneralbetter
thantheAvgADRandslightlyworsethantheMaxADRintermsofenergyconsumptionanddelivery
ratio.ThereasonforfirstisthattheclassificationerroroftheMLbasedmechanismscanleadto
retransmissions,thatincaseofLPWANcanbecostly,astoincreasetheSFvaluebyoneunit,96
unsuccessfuluplinktransmissionsshouldbemade.Todealwiththisissue,wecreatedanapplication
layermechanismtokeeptrackthelowestSF.Thiscouldbebeneficialtothescientificcommunity.
Finally,theeffectivenessoftheclassifiersisalsopresentedintheconfusionmatrices,whereinboth
urbanandsuburbancases.

FUTURe WoRK

Asfarasthefutureworkisconcerned,weintenttointegratetheseMLmechanismtorealnodesand
conductasmall-scaleexperimentandacomparisonwiththesimulation-basedexperiments,inorder
tovalidateourresults.Moreover,itisintendedtoevaluatetheaboveaccuracyimprovementsinreal
lifescenariossuchasforSearchandRescue(SAR)operations,intheframeworkofWeSARproject.
TheevaluationwillbeconductedusinghardwaresuchasthePycommodules(e.g.LoPy,FiPy)and
theDialogDA14861wearablemodule.Furthermore,aninvestigationoftheMLforLoRanetwork
optimizationwillbeconducted,basedontheresultsofthispaper.Mostimportantly,thestudyof
thedynamicchangeoftheTPvaluesinparwiththeSFwillbemade.Lastbutnotleast,amethod
thatcouldbeusedinLoRa,butinourbestofknowledgehasnotbeenusedinLoRaisAdaptive
DistributedArtificialIntelligence(ADAI).Mukherjee,Goswami,Yan,Yang,&Rodrigues,(2019)
haveusedADAItechniquewithahierarchicalresourceallocationstrategytoaddresstheissueof
resourceallocationinwirelesssensornetworks,showingbetterresourceallocationintermsofenergy
consumption.
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